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Non-conformances in organizational processes are often observed as slight
irregularities in the sequence of events, prior to even the formal event of a
non-conformance being reported, leading to an increased interest in
predictive models that can detect such irregularities and give a reason for
each alert. This review summarizes the methodological progress of
predictive business process monitoring, temporal deep learning and
explainable Al and proposes an overall conceptual framework, called
temporal explainable Al for compliance-risk prediction, which brings
together sequence encoders (e.g. LSTM networks, attention-based
transformers) and explainers for post-hoc interpretation (e.g. Shapley
additive explanations, local surrogate models, rule-based anchors). The
synthesis moves from classical models of stochastic processes to data-
driven temporal architectures, laying out the corresponding loss of native
interpretability for predictive flexibility, and describing how post-hoc
explanation methods have been devised to reclaim the lost interpretability.
The results of a comparative review of benchmark evaluations on
predictive process monitoring also show that key aspects of the evaluations
that are relevant to predictive process monitoring, such as the encoding
strategy, cross-log generalization, or handling of class imbalance, have a
significant impact on the reported performance and should be taken into
account when designing a deployed compliance-risk system. A
comprehensive temporal explainable Al system for compliance monitoring
should also include concept-drift detection, as the statistical correlation
between process behavior and compliance outcomes will not likely be
constant throughout an organization's lifecycle.
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1. INTRODUCTION

know what makes a particular process
instance “risky” and not just a number [1].

Today, a lot of organizations have
information systems that capture all the
business processes at a specific time as a series
of events, leaving behind a trail of rich digital
information that can be used to detect
regulatory and operational risk. Many of the
high-performing algorithms are opaque,
meaning that stakeholders who have to make
decisions about regulatory outcomes want to

Sequences of process activities, time
stamps, and resources, as observed on a case,
can be regarded as an input from which a
future event, like a policy violation or a time-
limit exceeded, is derived, and transformer
networks, tailored for event logs, have been
shown to be good models for such traces, as
they can be encoded directly without much
manual feature engineering [2].
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Similarly,  financial = technology
(fintech) has advanced in parallel as a need for
explainability has emerged as a key
requirement for any automated system that
justifies a compliance determination [3].

credit-risk applications,
explainable machine-learning methods have
not only been applied to explain a model's
predictions for an individual, but also to show

that the model's performance is locally and

In

globally consistent with regulatory and
fairness requirements over time, which is
adopted here as a guiding principle. The rest

intelligence, subsequently presenting a
conceptual framework that integrates these
aspects for the compliance-risk prediction [4].

In a context of credit risk, it is
consistent to the principles of local and global
interpretability adopted here, and on which
explainable machine-learning techniques
have been applied, not only to justify
individual predictions, but also to establish
that a model's global behavior is consistent

with regulatory or fairness requirements over
time. This article reviews the methodological
of

underpinnings predictive  process

of the article presents a synthesis of monitoring, temporal deep learning and
methodological ~ foundations  regarding explainable Al, and suggests a conceptual
predictive process monitoring, temporal deep cross-fertilization of these three branches for
learning and explainable artificial compliance-risk prediction [4].
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Figure 1. Conceptual pipeline linking event-log ingestion, anomaly detection, temporal encoding,
and post-hoc explanation to a compliance-risk score. (ResearchGate,2021)

2. LITERATURE REVIEW
2.1 Predictive Business Process Monitoring
and Compliance Risk
First, it requires the ability to
detect an anomaly in a running process
instance relative to some norm, a property
which has long been associated with the
notion of point anomalies, which affect
individual events; contextual anomalies
that depend on the context of the
surrounding events; and collective
anomalies, that affect multiple related
events, which are naturally linked to

different types of process deviations, such
as an out-of-sequence activity, an
unusually long waiting time,
systematic pattern of skipped controls,
respectively [5].

Based on this, recommendation
systems that forecast risk per process
instance have been developed that have
proven that historical case information
can be extracted to send proactive alerts to
the process owners, enabling them to
intervene in similar process instances
before they become a violation, instead of

or a
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having to wait until it is detected after the
event [6].

More recent work has gone
beyond just predicting undesirable events
to provide an interpretable “why” behind
the prediction: explainable predictive

only predicts the undesirable event, but
also provides a rationale behind the
prediction that can be used for audit and
remediation purposes, directly relevant to
compliance settings where an
unexplained alert is of little value [7].

process monitoring, where the model not

Table 1. Literature-to-Concept Mapping Across the Reviewed Reference Set
Core Contribution
General XAI taxonomy and model-agnostic
attribution / rule-based explanation techniques

Thematic Category | Representative References

Explainability

foundations (1], [13], [18], [19]

Temporal sequence Recurrent and attention-based architectures

modeling (10], [11], [12], [25]

for sequential event data

Predictive process [2], [6], [7], [14], [17], [22], Application of sequence models to business

monitoring [23] process event logs
Anomaly and drift Foundational defml.tlonS arlld .deep learning
. [5], [8], [16] methods for detecting deviations and non-
detection . .
stationarity
Risk and compliance [3], [4], [9], [15], [20], [21], Domain framing of explainable, risk-oriented
applications [24] prediction in finance and process management

2.2 Temporal Deep Learning Architectures allocation, so multi-perspective analytical

for Sequential Event Data

An additional difficulty that
compliance monitoring faces is that the
statistical characteristics of a business
process are not always constant;
regulatory requirements may change,
seasonal workloads may change, and
process redesigns may change the actual
meaning of normal behavior, as formally
studied in the field of concept drift [8] —in
which the correlation between input
features and desirable output changes
over time. Instead, it may be possible to
make use of a drift-aware monitor, which
keeps track of the classification error rate
over a window of w recent cases and re-
calibrates once the number of errors in the
window has reached some specified
threshold, as expressed in Equation (1),
instead of assuming that a single static
model will be valid for the entire process
operating lifetime.

D=(1/w)- X (t=T-w+1 to T) 1[Gt # yt]
)

A business process instance
contains control-flow information,
transactional information and resource

approaches combine these perspectives
into a single representation of business
process behavior (which is important
when dealing with compliance violations,
as they often result from the combination
of an unusual control-flow path and an
unusual resource allocation, but not from
either one alone) [9].

The ability to keep information
over long sequences of input is one of the
challenges faced by earlier recurrent
architectures; long short term memory
networks solve this problem by adding a
forget, an input and an output gate to a
memory cell, enabling a network that
processes an event log to selectively retain
early processed indicators, such as an
unexpected starting activity, over the
many events that follow it before a
subsequent compliance violation occurs
[10]. This gating mechanism is written
mathematically in Equation (2), where o is
a logistic sigmoid function and © is an
elementwise multiplication.

ft=c(WF[ht=1, xt] +bf), it = o(Wi-[ht=1, xt]
+bi), ¢t = tanh(We-[ht-1, xt] + bc) ct=ft O
ct—=1+it (Dct, ht=ot O tanh(ct) 2)
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Figure 2. Structure of a long short-term memory (LSTM) cell, showing the forget, input, and
output gates that regulate information flow across an event sequence.

Placing these recurring designs in
the context of deep learning for time

series classification reveals that
convolutional, recurrent and hybrid
architectures have different benefits

regarding training efficiency and their

ability to capture long-term temporal
relationships, which directly influences
the design of the encoder for a business
process trace that is fed into the risk
scoring function [11].
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Figure 3. Timeline of foundational methods in predictive process monitoring and explainable
Al referenced in this review.

Table 2. Comparative Overview of Predictive Process Monitoring Modeling Paradigms

. Representative . Interpretability Key
Paradigm Approach Temporal Handling Characteristic Source(s)
Stochastic/ | Non-Markovian Explicit duration | oy 1y auditable
. . . distributions per [20], [24]
analytical stochastic Petri nets states)
model state
LSTM-based next-
Recurrent activity and Sequential gating Low natively; requires [10], [14],
neural remaining-time with memory cell post-hoc explanation [22]
prediction
. ProcessTransformer . Moderate (attention
Attention- . Parallel self-attention . .
/ Temporal Fusion weights offer partial [2], [12], [25]
based over full sequence ..
Transformer insight)
Ensemble / Gradient-boosted Feature-engineered Moderate to high, (17, [23]
classical ML trees, rule lists temporal aggregates depending on model ’

2.3 Temporal Attention and Explainable Al

Foundations

Temporal fusion transformers are

layers
dependencies

for  capturing
while

local processing alongside self-attention
longer-range
also producing

the extension of the attention-based
sequence modelling to multi-horizon
forecasting, by adding recurrent layers for

interpretable attention weights that can be
used to explain their predictions by
showing, for a given forecast, which
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previous time steps and which input
variables were most important for the
prediction: a feature that aligns with the
need to explain the output of a
compliance-risk model on the basis of
specific events in the past [12].

A complementary approach to
the question of interpretability is to
decompose a prediction into additive
contributions from individual input
features; for example, model-agnostic
attribution methods such as Shapley
values [13] begin with an expected output
(¢0) for the model and then calculate each
term as the expected contribution of a
particular activity, duration, or resource
attribute to the difference between the
prediction and the expected output.

fix)=p0+X(j=1to M) @j (3)

data-aware extensions of recurrent
architectures that are applied specifically
to the problem of remaining-time
prediction in business processes, showing
that incorporating the attributes improves
the precision of the prediction of a process
instance's remaining-life, and hence its
ability to estimate the likelihood that it
will violate a deadline-based compliance
requirement [14].

Many of the conventions used to
evaluate the effectiveness of fraud and
compliance-breach detection systems,
such as the focus on identifying truly
anomalous transactions, were introduced
by financial data mining research where
the number of fraudulent cases is smaller
compared with the far larger population
of routine transactions, a situation also
typical of compliance-breach prediction in
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Temporal Process Maodels
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Intrinsic / Model-Specific

Attention Gate Activation
Weights Analysis
(LSTM cell

(Transformer /
TFT) states)

Post-hoc / Model-Agnostic

] I
Local Additive Rule-based
Surrogate Feature Anchors
Models Attribution (if-then
(LIME) (SHAP) conditions)

Figure 4. Taxonomy of explainability approaches applicable to temporal process models,
distinguishing intrinsic / model-specific methods from post-hoc / model-agnostic methods.

Table 3. Taxonomy of Explainability Techniques Applicable to Temporal Compliance Models

Model
Method Scope Dependency Output Form Key Source
Attenti Weighted rel ti
e.n on Local and global Model-specific cightec re evarfce over time [12], [25]
weights steps / variables
Additi -f
SHAP Local and global Model-agnostic ddl.’ave 'per eature [13]
attribution values
LIME Local Model-agnostic Sparse lmefalj surrogate [18]
coefficients
Anchors Local Model-agnostic High-precision if-then rule [19]
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2.4 Anomaly Detection Paradigms and
Model-Agnostic Explanation Techniques
Anomaly detection techniques
based on deep learning can be
decomposed into three types:
reconstruction-based, one-class, and
prediction-based [16] and reconstruction-
based methods often have the process
trace evaluated by the quality of its
reconstruction from an autoencoder
trained on the normal process behavior,
such that the reconstruction error of the
process trace that is significantly larger
than the distribution of the process traces
that are compliant is investigated further
for anomalies as illustrated in Equation
(4) where f and g represent the encoder
and decoder functions, respectively.

Alx) = llx — g(fx)II2 (4)

The study reported above
provides a systematic review and
benchmark of the deep learning-based
methods developed for predictive process
monitoring, and suggests that recurrent
and attention-based deep learning
architectures typically perform better
than previous feature-based baseline

architectures for predicting next-activity
and predicting-outcome tasks, but that
reported accuracy gains are highly
heterogeneous across event-log datasets;
the authors emphasize the need to test any
proposed temporal explainable Al
framework on a variety of event-log
datasets that represent a range of
compliance-relevant problem types—
rather than a single benchmark—when
evaluating its success.

The local interpretable model-
agnostic explanations approximate the
behavior of a complex classifier in the
neighborhood of a given prediction by
fitting a surrogate model g that is
inherently interpretable, in the form of the
optimization problem in Equation (5): the
first term quantifies the unfaithfulness of
g to f within some neighborhood of the
prediction; the second term penalizes the
complexity of g; this provides a simple
attention-based
interpretability when the underlying
compliance-risk model is not easily
differentiable [18].

alternative to

&(x) =argmin (g €G) L(f, g mx) + (g)
®)

Table 4. Anomaly Detection Paradigms Relevant to Process Compliance

Paradigm Detection Principle

Typical Assumption

Suitability for Event | Key
Logs Source

Deviation from
Statistical /

. distributional norms or
distance-based

Normal data forms a
dense, describable

Effective for numeric
case attributes

aware statistical properties
monitoring

over time

nearest neighbors region
Reconstruction- . . Autoencoder trained Effective for high-
High reconstruction . . .
based . only on compliant dimensional trace [16]
error signals anomaly . .
(autoencoder) behavior embeddings
Concept-drift- | Sustained shiftin error/ | Underlying process Necessary for long-

distribution may

lived, evolving [8]
change processes

3. CONCEPTUAL FRAMEWORK:
TEMPORAL EXPLAINABLE Al
FOR COMPLIANCE-RISK
PREDICTION

The techniques presented above are
based on attention or attribution but not both,
whereas a high precision, rule-based
explanation (also referred to as an anchor)

uses only rules to express an explanation in
the form of a small number of if-then
conditions that, with high probability,
guarantee a certain prediction, given other
features, and can be captured easier by a non-
technical compliance officer than a
continuous attribution score.

Placing these explainable deep
learning methods in contrast to classical
models of stochastic processes is valuable:
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non-Markovian stochastic Petri nets are
analytically tractable methods that provide
flexible predictions based on incomplete
process models and historical timing data at
the expense of requiring a formally described
process model where these models are
applicable [20].

The focus on interpretable predictive
models for business processes has included
the use of decision trees, rule lists, and
shallow ensembles as well as deep

4 High accuracy

LSTM sequence .

Predictive accuracy

Low accuracy
Low interpretability

Transformer /
attention models

architectures, and the current consensus is
that the interpretability benefits of simpler
models come with an inevitable tradeoff in
terms of measurable loss in predictive
accuracy on complex, high-dimensional
business event logs, which has led to the
hybrid approach proposed here, where the
former are deployed for accuracy and the
latter are attached as a post hoc explainer to
reclaim that interpretability, as shown
conceptually in Figure 1.

Temporal Fusion
. Transformer

models Post-hoc explained
deep models
(+ SHAP / LIME) O

Rule-based
anchors

Petri-net /
statistical models

High interpretability

>

Interpretability

Figure 5. Qualitative positioning of the modelling approaches reviewed, by interpretability and
predictive accuracy, as characterized in the surveyed literature.

4. COMPARATIVE
AND DISCUSSION

ANALYSIS

Initial attempts at predictive business
process monitoring and prediction of next
activities and remaining time from raw event
logs using LSTM networks have set an
empirical benchmark for later attention-based
and explainable approaches and are a viable
minimum viable product for organisations
that have just begun to instrument
compliance-risk prediction [22].

A large and comprehensive review
and benchmark of outcome-oriented
predictive process monitoring techniques is
performed in [23] that entails reviewing a
diverse set of classifiers and provides a
experimental protocol,
highlighting that the choice of encoding for

consistent

case attributes and control-flow information

can be as critical as the choice of classifier,
with direct implications on how to prepare
event logs before they are passed to a
temporal explainable Al pipeline, at least for
gradient-boosted trees and recurrent neural
networks.

Process-mining-based time
prediction is another non-neural benchmark
for comparison, as it annotates a discovered
process with time information based on
historical process logs; does not demand
gradient-based training, and is still useful as a
valid benchmark for process organizations
that do not yet have the computational and
governance burden of deep temporal
architectures [24].

The attention weights computed by
the self-attention mechanism in transformer-
based encoders, which represent the relative
influence of the prior events on the current
representation, are a key mathematical
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concept in the transformer architectures used
in the process and the multi-horizon
forecasting models presented in this review
[25].

Attention(Q,K,V) = softmax(QK TNdk)-V (6)

Table 5. Benchmark Review Dimensions in Predictive Process Monitoring Literature

Evaluation Dimension Description Addressed By
Task formulation Next-activity, remaining—icirge, or outcome-oriented [17], [22], [23]
prediction
Encoding strategy Representation of control-flow, case, and resource attributes [9], [23]
Cross-log generalization Performance consistency across heterogeneous, real-world [17]
event logs
Class imbalance Treatment of the disproportion between compliant and non- [15], [23]
handling compliant cases ’

5. CONCLUSION

This review has combined the
methodological advances of predictive
business process monitoring, temporal deep
learning and explainable artificial intelligence
to present a conceptual framework for
predicting compliance violations based on
process anomalies. This synthesis leads to
three contributions. First, the path from
stochastic process models to recurrent and
attention-based models is a consistent trade-
off between predictive accuracy and native
interpretability, and techniques used to
explain post-hoc like Shapley additive
explanation, local surrogate models, or
anchors, are explicitly developed to be able to
reconcile this trade-off. Second, there are well-
documented challenges in the predictive
process monitoring literature that are relevant
for compliance-risk prediction, such as class
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