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Distributed systems with many services fail via the distributed
processes of dependent services, and most monitoring systems do not
respond to problems until the first symptom occur. This article
introduces a graph-based dependency intelligence architecture, which
is used to predict failures that are going to impact users. The
framework constructs a weighted service dependency graph using
traces, metrics and logs, and trains the graph in each time window, and
uses a graph neural network to make a prediction about the likelihood
of each service failing within the next fifteen minutes. The edge weight
is defined by three equations, the message passing rule and the
probability of failure and a fourth equation of the evaluation score. The
paper provides a survey of the literature on microservice faults, root
cause localization and graph learning, and a comparison of six recent
diagnosis studies with the prediction gap. A benchmark of 41 services
and 126 dependency edges on a cluster of 12 nodes was utilised in the
experiment. The team infused 300 failure instances between four
classes over 30 days and evaluated the models on 120 unknown
instances. The proposed model achieved precision that was equal to
0.89, a recall of 0.87 and an F1 score that was 0.88. A model that was a
static graph model achieved 0.79, service level LSTM reached 0.69 and
threshold alerting reached 0.56. The suggested model provided a mean
warning lead time of 8.7 minutes, reduced the false alarms to 2.1 per
day and the true root service was ranked in top three ranked services
in 81 percent of episodes. Findings indicate that the dynamic
dependency weights provide predictive power over and above the
service level signals.
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1. INTRODUCTION

Modern services are implementing
small components that call each other on a
network. This style was used by one of the
largest online retailers in Europe to assist
more than 500 live deployments each week
and maintain a high degree of reliability by a

robust automated testing and release pipeline
[1]. Each new component introduces an
additional dependency and each dependency
introduces a route that a failure can follow.
One compilation of the microservice journey
tracks the history of the style and enumerates
the issues that need to be tackled by
practitioners [2].
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A failure, an error and a fault are the
three categories that are separated in the
dependability literature. It describes how
active fault causes an error and the error
propagates through the system until it is
provided by a service [3]. When the latency or
the error rates exceed a certain limit, they give
a signal, and engineers need to ascertain the
cause in the dependency graph. The time
between the first weak signal and the outage
by the users is wasted by this order. That time
can be used in a model that reads the
dependency structure. The value is realistic. A
pre-emptive alert that identifies the probable
faulty service provides the team owning
service with minutes to scale capacity,
redistribute traffic or break down a
component before a customer is aware of an
issue.

In this paper, there are three
objectives. The first one is to develop a
framework converting service dependencies
into a weighted graph which is traffic-
dependent. The second is to test how a graph
neural network on a graph predicts failures
earlier and more accurately than techniques
that do not consider dependencies. The third
one is to provide operations teams with clear
actions based on the evidence.

2. LITERATURE REVIEW
2.1 Microservice Faults and Dependency
Structure
The authors used an industrial
survey of faults of microservices to
construct a benchmark consisting of 41
services and to run the replications of 22
actual cases of faults on this benchmark.
The survey discovered that the practice
of debugging had been limited at the
time but it required more intelligent trace
analysis [4]. The experiment presented in

2.2

the paper is based on the same
benchmark. Findings about service
dependency graphs indicate that
algorithms in a graph that use a graph
database can highlight problematic
nodes and other bad design patterns
before they cause a crash [5]. In work on
the origins of microservices, they are
treated as small services that a team of
developers and operators develops and
deploys, this is why multiple teams and
several owners have many dependencies
[6]. There is an agreement on these
studies. Call structure between services
determines the distance that a fault is
going to follow, and teams do not often
witness that structure at the point a fault
originates.
Root Cause Localization and Failure
Diagnosis

The current researches are aimed
at identifying the cause following the
occurrence of an anomaly. Table 1 is a
comparison of six of them and indicates
the gap that this paper is filling. There are
studies that model anomaly spread on
service graphs and those that integrate
traces, logs and metrics with graph
neural networks. Each of the studies in
the table happens when a symptom has
occurred. None of them predicts the
likelihood of a future failure of a
window, and the breach is the
contribution made by the current work.
The results of the accuracy presented in
Table 1 are very high, and this indicates
that the structure of the graphs assists in
diagnosis. Prediction should also be
assisted by the same structure, as a weak
signal of one service is likely to be
evident among its neighbors and the
service to fail before it.

Table 1. Six published diagnosis studies have been compared, their results reported and the
gap in predictive dependency analysis they leave

Study focus Main contribution Gap for prediction | Source
Attributed Models anomaly disperses among services and
. . . Starts after the
graph machines and has 89 percent of precision and 97 anomaly appears [7]
localization percent of mean average precision. Y app

Trace analysis

Prioritizes the ranks by the percentage of abnormal
traces through them.

Traces of a fault

(8]

already in existence
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Study focus Main contribution Gap for prediction | Source
Service call Breaks propagation chains, achieves top 3 hits ratio Availability of

. of 68 percent in production and reduces production | targets following a [9]
graph analysis . .
search time by half (30 to 5 minutes) report
Multimodal Identifies joins, logs and metrics in a dependency Diagnoses that
graph graph, and increases accuracy of root causes from have already taken [10]
diagnosis 20.9 to 368 percent place
. . Acknowledges behavior within services and
Joint detection . . .
and dependency between services, where the highest hit Has no future [11]
. rate improvements are 290-5068 percent across five horizon
localization .
baselines.
Edge attention Added edge features to an attention graph model Finds reasons and
and achieved 87 percent on average top one . [12]
graph network does not predict
correctness

2.3 Graph Learning for Service Systems

Graph learning provides the
means to read dependency structure.
Geometric deep learning groups other
non Euclidean data over graphs and
regular grids on which neural networks
are applied [13]. Service systems would
suit this perspective since nodes are
represented by services and edges are by
calls. The practical challenge is to
maintain the graph up-to-date as the
traffic evolves. A fixed graph constructed
initially with deployment files overlooks
the fact that traffic moves between routes
on a daily basis. A load, which during the
night will be of a momentary nature, may
be the most prolonged in the morning,
and the load in the model will take the
character of the morning.

~

p
Collection Layer Graph Layer

second window

o
|
Weighted service
dependency graph,
refreshed every 60
_

3. DEPENDENCY INTELLIGENCE
FRAMEWORK

In Figure 1, the framework consists of
four layers. The collector collects traces,
metrics and logs. The graph layer is used to
create a dependency graph of the service and
update it in each window. The graph neural
network is performed on the graph by the
learning layer. The action layer prioritises the
services based on their risk of failure and
provides early alerts to the service owners.
Each warning will be verified or rejected by
operators, and this feedback will be stored in
both the operator’s framework to be used in
the following training round.

Operator feedback for
next training round

Learning Layer

Action Layer

Rank services
Graph neural by risk
network, 3 -
message Failure Send early
passing layers (1 probability warnings to
within 15 service owners
minutes

Operator feedback for
next training round

Figure 1. Diagram depicting the collection layer, graph construction layer, learning/action layer
and such a feedback path of operators

3.1 Graph Construction
A node is formed by each service
and each call observed by an edge that is
directed. The node and edge features of

this study are listed in Table 2. The
dynamic network research considers an
evolving system, as a series of snapshots
of a graph [14]. The framework adheres
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to that concept and constructs a single
snapshot (60 second window). The edge

weight is an addition of three signals as
indicated by Equation (1).

Table 2. The features of the nodes and edges within each window, the source of the data and
the predictive role of the feature

Element Feature Source Prediction role
Node CPU and memory use Metrics Resource pressure
Node 95th percentile latency and error rate Traces and metrics Service health
Node Restart count and log error rate Logs Instability
Edge Call frequency Traces Coupling strength
Edge Edge latency Traces Delay propagation
Edge Edge error rate Traces Fault transmission

wij = aCij + BLij +vE;;, witha+p
+y=1#(1)

In Equation (1), Cj is the
normalized rate of a call between service
i and service j, Lj is the normalized edge
latency and Ej is the edge error rate. The
experiment employed a=0.3, 3 =0.3 and
Y = 04 since errors are the direct
transmission of faults.

4. PREDICTIVE MODEL

Learning layer is based on the
message passing perspective of graph neural
networks, according to which each node acts
on the information of its neighbors to update
its state. A field survey clusters these
networks into recurrent and convolutional
families and autoencoders as well as spatial
temporal families [15]. The workflow between
raw telemetry to ranked warnings is depicted
in Figure 2. The rule of update is given by
equation (2).

Training data 150 episodes,
validation data 30 episodes

Step 6
Step 1 Step 2 Step 3 Step 5 Step 7

: Graph neural Failure

T | ] S L] e | | e | frevorcraning|_,.proaniy Yo, | Rered sy
2 o scaling (Equations 2 above alert :
(60 seconds) window Equation 1 S service owners
and 3) limit
A
Next window

Figure 2. Telemetry window to graph snapshot workflow, feature scaling, neural network training,
risk scoring and ranked early warning

th—l) =0 Z al]W(l)h](l)
JEN(D)
W..
=g——#(2)
Xk Wik

with al-j

In the equation (2), hi denotes state of
service i to the layer 1, N(i) refers to the group
of its neighbors, W denotes a learnt weighting
matrices and o is the activation function.
Making the counts of the weights normal
makes one dependency look busier than
others. The model has three layers and so,
each node communicates to the services,
which are not more than three calls away. This
is the majority of cascade paths in the test bed.
A more refined model would be a

combination of signals across services that are
not strongly correlated, and would increase
the price of inference. Equation (3) functions
to transform the final state to a failure
probability.

p; = o(uTh"” + b)#(3)

In Equation (3), pi is the likelihood of
the service i to fail in the next 15 minutes, u is
a weight and b is bias. A window is labeled
with one by the occurrence of a failure episode
at any time, in less than 15 minutes. The loss
function is a costly cross entropy that deals
with the minimal portion of the positive
windows. All four of the classes of failures
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and the graph signal corresponding to each
are listed in Table 3.

Table 3. Four classes of failure, how each failure was injected, the graph signal it gives and the
common propagation mode

Failure class Injection method Graph signal Propagation pattern
CPU Stress process within a Increasing latency of the
. . Moves upstream
saturation container node and callers
Slow memory increase Dependent services are
Memory leak | Gradual memory allocation Y P

with restart affected by restarts

Shaping of traffic between Increased latency at one

Network delay Caller Timeout
pods edge
Cascading Slowness of a downstream Increasing error rate in a . .
. . . Retries amplify load
timeout database service chain

5. EXPERIMENTAL SETUP worker nodes. The dependency topology

presented in Figure 3 has five call tiers and 126
edges. The entire configuration is given in
Table 4.

CPU saturation
T -"”d E—
/{f = =
—— //;t, =

Tier 2 @
Tier 3 @
"----4‘-5.'-_.gh e -
X — - -“W’ ";- — e l
i o] S b e B b B B
= — "‘v— - 7
\

% ﬁ,‘a.. e 4— Cascading timeout
) =
= a—— _";"'--___‘ T
41 services, 126 edges, 12 worker nodes

OService — Call edge * Fault injection point

The experiment was run on the 41
service graphon a Kubernetes cluster of 12

Figure 3. Dependency topology of the test bed consisting of 41 services, 126 call edges and marked
fault injection points

Guidance of cloud native applications
benchmarking includes controlled load and
fixed resource configurations; therefore, the
load generator maintained the constant load
rates and node sizes to generate traffic across
cloud computing runs [16]. The number of
failure episodes that was injected by a chaos

tool was 300 during 30 days. The training set
consisted of the first 150 episodes in the first
15 days. The day following had 30 episodes
and was the validation set. The 120 episodes
were in the test set, which comprised 30
episodes in each class, which was the last 12
days.
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Table 4. Configuration used in experimentation that includes the test bed, telemetry, fault injection,
data split, baseline techniques and metrics used

Component Configuration Purpose
Test bed 41 services, 126 edges, 12 worker nodes Realistic dependency
depth
Telemetry Traces, metrics and logs in 60 second windows Multimodal input
Fault injection 300 episodes in four classes over 30 days Labeled ground truth
Ti dered
Data split 15, 3 and 12 days with 150, 30 and 120 episodes e oreere
evaluation
Baselines Threshold alerting, service level LSTM, static graph model Reference points
Precision, recall, F1, lead time, false alarms, top three hit rate,
Measures . . Accuracy and cost
inference time

The duration of each episode of
failures was 4-9 minutes, and the injection tool
remembered the exact time each episode
started, resulting in all the windows being
trustworthy in the labeling. The experiment
was repeated three times using different
random seeds and records the average of the
three experiments. There were three
baselines. Threshold alarm triggers at a set
limit when the latency or errors are in excess
of the set limit. The service level LSTM reads
each service alone. The static graph model is
employed to use a fixed graph and the weight
of the edges is the same. The most scalable
inference time was discovered to be logistic
regression when comparing the classical and
deep learners in predicting cloud failures and
thus inference time is mentioned before
accuracy [17].

6. RESULTS

The F1 score to compare the models is
stated in equation (4).

P is the precision and R is the recall (in
Equation (4)) and they are calculated per
episode. All measures on 120 test episodes,
are recorded in Table 5. The model proposed
attained F1 score of 0.88. This compares with
0.09 higher than the static graph model, 0.19
higher than service level LSTM and 0.32
higher than threshold alerting. An inter-
episode paired test presented p less than 0.01
to the variance between the suggested model
and the graph non dynamic model.

Table 5. Accuracy, lead time, false alarm, root cause ranking and cost results of four methods on
120 test cases of episodes

Meastre Threshold Service level Static graph Proposed
alerting LSTM model model
Precision 0.58 0.71 0.80 0.89
Recall 0.55 0.68 0.78 0.87
F1 score 0.56 0.69 0.79 0.88
Mean lead time (minutes) 2.1 4.3 6.0 8.7
False alarms per day 9.4 5.8 3.9 2.1
Top three root cause hit rate 041 0.52 0.68 0.81
Inference time per window (ms) 4 18 31 38

Mean lead time increased to 8.7
minutes as compared to 6.0, 4.3 and 2.1
minutes of the other methods. False alarms
decreased to 2.1 days per day, which is 46
percent lower than the graph model that
exhibited no movement. The inference time of
38 milliseconds remains small when
compared to a window size of 60 seconds,

hence the model will be able to score all 41
services within each window with no
additional hardware. The highest overall
percentage of 0.81 that engineers were given
the true root service in a short-ranked list
indicates that this occurred four out of five
episodes. The F1 score of each type of failure
is presented in Figure 4.
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Figure 4. Failure class associated F1 scores of the four methods, with the proposed model highest in

all classes

The proposed model is closest to the
static graph model of gain and is used to
describe the contribution of graph structure to
much of the gain with the rest attributed to
dynamic weights. The proposed model has
the highest score in each of the classes. Its F1
score of CPU saturation, memory leak,
network delay and cascading time were 0.91,
0.90, and 0.86, respectively. These statistics
reveal that those faults that propagate over
many hops take longer to time, as indicated by
the lower scores of the latter two classes.

7. DISCUSSION

The findings concur with the
previous studies in three aspects. To begin
with, an analysis of cascading instances of
cloud failures reveals that failures propagate
over dependency graphs and learning to
graphically represent them enables the
grouping of cascading incidents [18]. Second,
an invocation trace study with grouping of
invocation on service pair, training the context
with recurrent and attention layers reveals the
importance of context between the services
[19]. Third, large scale trace anomaly
detection stresses speed and stability with
change as systems grow [20]. All these three
points reflect the idea that the gain is not as a
result of single design choice. It consists of a
dependency structure plus weights that

derive as a result of traffic and a prediction
target that is forward-looking.

There are limitations of the study.
This experiment involved a single benchmark,
faults were injected, and types of failures
which are not covered by any injection tool
are also found in production traffic. The edge
weights of Equation (1) were the results of
judgment and need tuning of field data. The
large changes in the architecture of the
architecture also require retraining of the
model. Teams are thus expected to monitor
the decrease or increase of the edge weights
and to retrain itself when the call pattern of a
service in question changes radically.

8. CONCLUSION

The current paper introduced a
dependency intelligence  model  that
constructs an evolving graph of services,
utilizes a graph neural network and
prioritizes services based on their risk of
failure. The F1 score of 0.88, mean lead time of
8.7 minutes and 2.1 false alarms/day recorded
by the experiment were better than the three
baselines. The number of times that the static
graph model achieved a 0.79 score indicates
that the portion of improvement was a
measurable portion of the gain and is not due
solely to the edge weights in the dynamic
model. The framework allows teams to
refresh the graph in each window and deliver
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prioritized warnings to the service owners. retraining of the model should be tested in the
The framework needs to be tested with future.
production traces and the frequency of
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