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Cloud computing has been taken up very rapidly and has over time
changed the way an organization stores, processes, and shares data
towards much higher levels of efficiency, scalability, and innovation.
This paradigm shift, however, bears its unique and very complex
challenges towards security of data and network security. Since
sensitive in- formation finds its storage and transmission increasingly
on shared multi- tenant cloud environments, the potential for data
breaches, unauthorized access, and other cyber threats becomes much
more viable. Moreover, the shared responsibility model in real. A
further layer of complexity is added to cloud computing by
necessitating providers and consumers to implement robust security
measures. In this chapter, the most current strategies, technologies,
and frameworks that can be used to secure data and networks within
cloud environments will be discussed. Challenges will be considered
that will provide a rational basis for achieving the appropriate level of
assurance in the security of information systems and, as a
consequence, the data they process, against confidentiality, integrity,
and availability threats to evolve cyber threats. This will allow the
organization to take full advantage of cloud computing, keeping
compliance and information confidential and resilient against ever-
changing cyber threats.
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1. INTRODUCTION

As cloud

adoption
exponentially, so do concerns about
sensitive data and critical

highly-valued data targeted by
cybercriminals because of its
grows attractiveness. This makes it
necessary to develop robust

networks security in combating attacks

flowing over a wide variety of cloud-
driven platforms [1]. With businesses
relying on cloud platforms for the storage
and processing of valuable information,
data security and network security gain

center stage:
a. Protection Against Cyber Threats:
The cloud is typically a large set of

related to a breach, ransomware,
phishing, and others.

Compliance and Privacy: Sectors
regulated by GDPR HIPAA or CCPA
must maintain stronger security
thereby  protecting  customer
commitment and reputation from
any breach.
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c¢. Security Breach and Trust: A
breach often results in heavy
financial loss besides eroding the
trust an organization’s customers
have in the organization. This has
a negative effect on the
organization’s reputation.

d. Operational Continuity: Security
in place ensures that there are no
disruptions that might emanate
from malicious attacks like DDoS.
Organizations that make efforts to

improve their security measures reduce the
risks to their firm and eventually gain trust
from the customers and shareholders.
Unique Security Risks in Cloud
Computing - Although it carries numerous
benefits among its introductions, cloud
computing also brings unique security
risks that need to be addressed by the
organization [2]. They include:

a. Data Breach: Unauthorized access
to sensitive data, mostly as a result
of misconfigurations, weak access
controls, or insider threats is one of
the major risks of a cloud
environment.

b. Multitenancy Risks: The cloud
platform serves to host data from
multiple parties involved,
increasing accidental data leaks or
attacking
vulnerabilities.

c. Insider Threats: Employees or
third-party = vendors can  be
malicious or negligent in exploiting
system access, leading to misuse or
loss of data.

d. DDoS Attacks: It is from cloud
services that attackers organize
DDoS attacks to disrupt their
operations and make the service
less available to credible users.

e. Lack of Visibility and Control:
Organizations lose control over

infrastructure

their data and infrastructure
directly when switching over to the
cloud; this could induce potential
gaps in security monitoring.

f. Compliance Challenges:
Increasingly complex in compliance

with cloud environments regarding
regulatory and legal laws,
especially for healthcare, financial,
and governmental sectors.

2. DATA SECURITY

Data security —achieving and
maintaining the appropriate level of
confidentiality, integrity, availability,
authentication, and non-repudiation of
the data/information throughout its life
cycle. The three fundamental principles
of the security model form the basis for
the CIA triad.

2.1 Data Encryption
1. Types of Encryption
a. Symmetric Encryption:

1) This means that it uses one
single key for both encryption
and decryption operations.

2) It is fast yet requires a secure
key distribution.

b. Public Key/Private Key:

1) It uses two keys, a public key
for encrypting data and a
private key for its decryption.

2) Slower than
encryption but more secure
because of computational

symmetric

intensity.
2. Encryption Techniques
a. Encryption in Transit: This
ensures that at least the data in
transit is encrypted and cannot be
intercepted.
b. Encryption at Rest:

1) This guarantees that the
stored data is meaningless
when read without the
necessary keys for reading it.

2) CSPs such as AWS and Azure
natively  offer  encryption
services for storage services.

c¢. End-to-End Encryption (E2EE):

1) The process wherein the
message is encrypted by the
sender and de- crypted by the
recipient and can only be
decrypted by the recipient.

2) Even if intercepted, only the
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sender and recipient can read

should be done effectively.

the content. b. Cloud-native key management
Stake Key  Management services like AWS KMS or Azure
Challenges Good encryption entirely Key Vault should be used rather
depends on how well you are able to than  hardcoding keys into
manage keys: applications.
a. Generations, storage, and rotations 2.2 Data Masking and Tokenization

Authorized role (i.e. SUPPORT)

Unauthorized role (i.e. ANALYST)

ID Phone SSN ID Phone SSN

101 408-123-5534 |387-78-3456 101 ok ik 5534 | hikick
102 510-334-3564 | 226-44-8908 102 ik, 3564 | Rk
103 214-553-9787 |359-9987-0098 103 Hak IR QTGT | Wik

Figure 1. Masked Table

Data masking is the process of
replacing original data contents with

data with a generated token having no

meaningful value:

artificial but realistic data to protect 1. Comparison with Encryption: In
sensitive  information in  non- contrast to encryption, real data is
production environments: replaced by irreversible tokens in
1. Use Cases: Testing, a safe place (token vault) within
development, and analytics secure perimeters where
where real data is not reversible mathematical
required. operations are executed on de-
2. Types: mand.
a) Static Data Masking;: 2. Use Cases: Mainly applied for
Permanent changes. (See Fig securing credit card information
1) according to PCI-DSS compliance
b) Dynamic Data Masking: On- requirements.
the-fly transformation. 2.4 Access Control Mechanisms
2.3 Tokenization 1. Role-Based Access Control (RBAC)
Tokenization replaces real
. | Functional mk}{mcess role
‘ Engineer Write,Read
—-— v
User 1 i
Obect
"B  Functional role Access role
&= (=)
User 2

Figure 2. RBAC on Database Object

Permission is based on the
individual’s  role within an
organization that determines what
actions the person can take [3]:

a) A "Data Analyst" may only

have read access to the tables.
(See Fig 2 for reference)

b) A "Database Admin" role may
have full access to all tables.
(See Fig 2 for reference)

Vol. 1, No. 01, August, pp. 69 - 87



The Eastasouth Journal of Information System and Computer Science (ESISCS) a 72

¢) Major cloud service providers
have implemented RBAC
extremely well, for example,
with AWS TAM and Azure
RBAC based on their roles.

2. Attribute-Based Access Control

(ABACQ)

a) ABAC is based on attributes
like department or resource to
define access policies.

b) Dynamic control can be
exerted at a much more
granular level with ABAC
than with RBAC.

3. Cloud Services Access Control

a) Amazon Web Services Identity
and Access Management
(AWS IAM): Allows the most
granular level of permissions
for controlling access to AWS
resources.

b) Azure Active Directory (Azure
AD): Responsible for identities
and access management for
Microsoft cloud-based
solutions.

3. NETWORK SECURITY

Blocked IP - [EPRERNEY]

Allowed IP - IEENENIEE]

Figure 3. Blocked and Allowed IP to secure
a Network

3.1 Network Security - Definition and
Importance
Regarding the protection of
data, systems, and resources from
unauthorized access, misuse, or even
disruption and attacks during the
transmission process over the network,
it is defined as the network security
practices and technologies. In cloud
computing contexts, where resources
are hosted on distributed platforms,
network security essentially ensures
the following [4]:

3.2

The integrity and confidentiality
of transmitted sensitive
information

Marijuana breaches in the shared
cloud environment

The availability of services
perpetually under internal and
external threats

Key Network Security Concepts:
Firewalls: These are the
gatekeepers that decide what traffic
goes in and out based on pre-
determined security rules. The
Cloud-based  firewall extends
protection to virtual environments
(e.g, AWS Network Firewall,
Azure Fire- wall). (See Fig 3)
Intrusion Detection and Prevention
Systems (IDS/IPS): It identifies
possible malicious activities against
the IPS that discards such threats
actively. They are used to raise any
unauthorized access incidents or
outlier traffic behavior detected.

Zero-Trust Architecture: It
challenges the conventional
security design that is perimeter-
based by enforcing strict

verification and access control at
every level with the assumption of
threats that may already exist
inside the network.

Network Security Threats within Cloud
Computing Environments
a. Distributed Denial-of-Service

(DDoS) Attacks: Typically, DDoS at-
tacks involve flooding the target
server or network with excessive
traffic to render services
unavailable. Since cloud
environments are open to the
public, bad actors find an easy
opportunity to launch such attacks
against victims. Cloud service
providers have their DDoS
mitigation services to detect and
defeat such attacks (e.g., AWS
Shield, Azure DDoS Protection) [5].

. Man-in-the-Middle (MITM)

Attacks: Appropriately, a secure
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communication channel getting
established between two parties
shall provide an opportunity for
the adversary to intercept and
alter
contrary to the interest of the
parties involved.

Spoofing and Unauthorized Access:
An attacker could impersonate an-
other legitimate user or service
through faking IPs and credentials,

transmitted information

thus gaining unauthorized access
to cloud networks. Techniques
such as multifactor authentication
(MFA), IP filtering, and detection
of anomaly can help in mitigating
the risk.

3.3 Securing Network Connections

a.

Virtual Private Networks (VPNs):
VPNs establish secure tunnels for
transmitting data between remote
cloud
traffic to

users and resources,
encrypting prevent
interception. They are commonly
used to secure access to sensitive
systems, particularly in hybrid or
multi-cloud setups.
Software-Defined
(SDNs):  SDNs  decouple the
network’s control plane from its
data  plane,  which
centralized  management and
dynamic adjustment of network
cloud
enhances

Networks

enables

configurations in

environments.  SDN

security in cloud environments by:

1) Automating the deployment
of security policies.

2) Enabling real-time monitoring
of traffic and segmentation.
Making Use of  Secure

Protocols, adoption of these secure

protocols  in

communications  is

fundamentally important in driving

the

defense against eavesdropping

and tampering:

a.

b.

HTTPS: This keeps web traffic
encrypted for browsing security.

SSH (Secure Shell): When most of
the time, access to remote systems
has to be provided in encrypted

form, as a replacement of other
insecure mechanisms
Telnet.

such as

3.4 Micro-Segmentation and Isolation

a.

What  is
Micro-segmentation is an approach
to divide networks into isolated
segments with fine-grained access
controls. This strategy will limit the
lateral spread of any breach within
the network,
scope of impact.
Implementation in Cloud Platforms
1) Cloud-Native Techniques:
Tools such as AWS VPC, Azure
Virtual Network (VNet), and
Google Cloud Network enable
organizations to  segment
resources and restrict inter-

Micro-Segmentation?

thus reducing its

segment communication.

2) Policy Enforcement: Policies
can be defined at granular
levels, stating which services or
resources can communicate
with each other to achieve
minimum exposure.

Limiting Threat Spread Use Case:
For example,
cloud environment where
workloads are isolated for different
customers, this ensures that in case
one of the tenants faces a breach,
the others are not affected.

in a multitenant

3.5 Zero-Trust Security Model

Core Principles of Zero Trust

Zero trust works on principles where
trust is never implied but rather verify
explicitly:

a.

Leverage IAM solutions for
granular access controls based on
roles and attributes of users.
Network Segmentation: Use virtual
networks and micro-segmentation to
restrict
interconnectivity.

unnecessary

In the loop of oriented governance
for a nearer ambition, the system
can detect activity beyond
accepted parameters.

Through the implementation

of strong mechanisms like VPN,
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SDN, Micro- segmentation, Zero
Trust Principles, threats can be
eliminated, and resources insulated
against the ever-evolving risk of
cyber-attacks at the disposal of
organized formations. In addition to
practice related to security data,
without an overarching posture of
security, there can be no success in
effectively implementing and operating
cloud technologies. The following section
will discuss compliance and
regulatory frameworks that impact
cloud security strategies.

4. REGULATORY
COMPLIANCE AND
CLOUD SECURITY

4.1 Importance of Compliance
a. Overview of Regulations Governing

Data Security in the Cloud

Sensitive data can belong to
businesses, companies, or
individuals. Hence, data security has
become an essential issue in the
current digital era. Rapidly
increasing cloud computing deals
with data storage and other services
over the Internet. Particularly within
this environment, businesses need to
secure and guarantee privacy
regarding data. The increased
worldwide sharing and storage of
data have caused simultaneously
increased requirements for solid
regulatory infrastructures. The
frameworks should set security
measures, best practices, and policies
for protecting sensitive information.
Failure to comply entails severe
financial and legal consequences,
which may affect the business in the
long run. The business reputation
will also be at stake as well as its
continuity.

Cloud infrastructure follows a
shared responsibility model between
the Cloud Service Provider (CSP) and
the customer. The customer is
responsible for the data they store and

process in the cloud, while the CSP is
responsible for the infrastructure that
supports the cloud services. However,
because customers often must comply
with a variety of regulatory mandates,
it is critical they understand the
regulations that apply to their usage of
cloud. The following are some of the
main regulations that control data
security within cloud environments:

1) General Data Protection Regulation

(GDPR)

This regulation is among the
most stringent rules regarding
privacy in the handling of
personal data of any individual in
the world, established by the
European Union in 2018. It applies
to all businesses that process or
store private data of EU residents.
The GDPR lays down rules that
include adequate safeguards, such
as, for Iinstance, individuals
having access to their data and
being able to correctit or, indeed,
have it entirely deleted. It also
requires businesses to implement
data protection measures, to
conduct audits on a regular
basis, and to pursue transparent
practices of processing data. GDPR
places significant emphasis in the
cloud because many
organizations process their
personal data in cloud-based
applications. The regulation
requires that companies demand
more from their cloud providers
and ensure adequate protections
before transferring any personal
data beyond borders. Fines can
be up to €20 million or 4% of the
total worldwide annual turnover
in the preceding year.

2) Health Insurance Portability and
Accountability Act (HIPAA)

HIPAA is an American
federal regulation that governs the
privacy and security of health
information of the individual. It
applies to healthcare providers,
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3)

insurers, and any  business
associate handling PHI, whether
electronic  or manual. The
obligation of «cloud service
providers under HIPAA, in the
con- text of cloud environments, is
to implement measures necessary
to ensure the security, privacy, and
integrity of PHI.  Healthcare
organizations would have to see
that their cloud service providers
are in compliance with the HIPAA
regulations, including encrypting
data transmitted over networks
and stored on disks, providing the
necessary access controls, having

capabilities, and
disaster

audit  trail
enabling recovery.
HIPAA violations can result in
heavy penalties, with civil fines
varying from $100 to $50,000 for
each  violation,
violations can even lead to
imprisonment.

California Consumer Privacy Act
(CCPA) The CCPA is a California
state law that grants residents of
California increased rights over
their personal data. The CCPA
enables the consumers to have
access rights un- der the GDPR
like access, deletion, and opting
out of the sale of their personal

and willful

data. It also mandates that
businesses reveal their data
collection and processing
operations. Data Practices

relating to Personal Data. Cloud
providers processing information
on Californian people need to
com- ply with the CCPA. To the
maximum extent permitted by
applicable law, customer agrees
that this data processing exhibit
and the services provided
hereunder are excluded from the
application of Federal Acquisition
Regulation (FAR), Department of
Defense Far Supplement (DFARS),
The Eu General Data Protection

Regulation (GDPR) and The

4)

5)

California Consumer Privacy Act
(CCPA). Violations of CCPA can
result in statutory fines of $2,500
per vi- olation or $7,500 for each
intentional violation.

Payment Card Industry Data
Security Standard (PCI DSS)

PCI DSS is a set of security
standards defined to ensure that
payment card trans- actions are
conducted in a secure environment
by all businesses. This standard
applies to any organization that
stores, processes, or transmits card-
holder data and applies to cloud-
based environments
cardholder data are
processed, or transmitted. In the

where
stored,

cloud environment, this would best
be achieved by encryption,
tokenization, and access control
measures to cardholder
data. Implications of not being
PCI DSS compliant are severe

secure

fines, and it may mean the loss of
ability to process credit card
payments as well as serious loss of
brand confidence.
Federal Risk and Authorization
Management Program (FedRAMP)
FedRAMP is a US.
government-wide
provides a standardized approach
to  security
authorization of cloud computing
ser- vices and products. Any cloud

program that

assessment and

provider that wishes to work with
the government has to fulfill the

various robust security
assessments  to  confidentially
adhere to FedRAMP
requirements, which basically

consist of security for federal data
regarding its
integrity, and availability as well as

confidentiality,

secure access control and incident
response measures.

All cloud service providers
offering service to a U.S. federal
agency are man- dated to be
FedRAMP-compliant; this
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b. Impact of

primarily stands as one of the dis-
qualifications in the absence of
which one is not eligible to bid for
any of the government contracts.

Non-Compliance:  The

Consequences that May Affect an Entity

1)

2)

3)

4.2 Ensuring
Environments

Financial Penalties: Many
regulations typically result in heavy
penalties. For instance,
previously mentioned GDPR capable
of fining any organization as much
as 4% of their global annual
turnover. This is because other
regulations like HIPAA and PCI DSS
also bring about significant fines
along with them. Companies have

financial

up to now not had major stakes in
optimal information security
coupled with the protection of
sensitive data.

Legal Ramifications: To the
negative of those aspects, non-
compliance would lead to legal
suits by, for example, individuals
whose information gets mishandled.
Legal operations due to a breach of
data and privacy laws usually result
in hefty legal fees, settlements, and
judgments. For example, under
GDPR, it gives the masses a right
to sue the company for infringing
its data privacy rights.

Reputational Damage: Loss of trust by
the customer is the biggest blow to
non-compliance. This can result in
loss of business, customers, and
partners due to a probable data
breach or violation of privacy laws.
A public relations fallout from such
an incident wherein a rule on non-
compliance is
damage the institution’s image- at
a time when it all matters most.
Compliance  in  Cloud
Cloud Providers’

breached can

Compliance Certifications

An obvious approach to

maintaining compliance in the cloud
by an organization is through choosing
a cloud service provider (CSP) that
offers compliance certifications. Some

of the most common certifications that

organizations look

for in a cloud

provider include the following:

1)

2)

3)

SOC 2 (Service Organization
Control 2): Since SOC 2 focuses on
ensuring that the service provider
satisfies five key trust service
criteria, which includes security,
availability, processing integrity,
confidentiality, and privacy, this
has established a high baseline for
cloud security practices. Certified
cloud providers have been audited
closely on their security controls
and practices to ensure they meet
these expectations. SOC 2 reports
are important in gauging the
security =~ postures  of  cloud
providers  specifically = within
industries that handle customers’
sensitive information worldwide.

ISO 27001: A globally recognized
standard for information security
management systems (ISMS) is ISO
27001. It provides a set of norms for
managing risks to information
security, including the principles of
preserving data confidentiality,
integrity, and availability. ISO
27001 certified cloud providers
prove that they have taken a

comprehensive and systematic
information security risk
management approach

throughout their organizations.

FedRAMP: U.S. government (in its
earlier mention) also issues a
certification for cloud service
providers to work with federal
agencies. This involves ensuring
the cloud service provider meets
the strictest requirements
regarding the  security and
compliance of the
systems handling federal data.
Major cloud service providers such
as AWS, Azure, and Google Cloud
often make detailed reports on
their = compliance
available to customers looking to
assess the level to which their use

information

certifications
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of cloud services meets
requirements specific to their
industry.

a. Tools and Practices for Maintaining

Compliance

In addition to picking a
compliant cloud provider, the
enterprise should use different tools
and practices to stay compliant in its
cloud environment. Here are a few of
the most widely used tools and
practices:

1) Cloud Security Posture
Management (CSPM): These tools
enable the automatic monitoring of
misconfigurations and compliance
risks of the cloud infrastructure for
any organization at all times. It
provides continuous monitoring
and immediate alerts if any
environment falls out of
compliance with industry
standards or best practices. Some
well-known CSPM tools are Palo
Alto Prisma Cloud, AWS Config,
and Azure Security Center.

2) Data Loss Prevention: These are
the solutions that help
organizations monitor, detect, and
prevent sensitive data from being
shared or transferred in an
unauthorized fashion. These
solutions are critically important in
ensuring compliance with
regulations relating to privacy,
such as GDPR, CCPA, or HIPAA.
DLP tools allow businesses to set
policies for sensitive data—such as
credit card information or health
records—to ensure that this
information is not shared outside
the company or exposed to
unauthorized parties.

3) Encryption and Tokenization:
Data encryption is one of the most
efficient means of protecting
sensitive information and is a
fundamental man- date in many
regulations. Resting and moving
forward, organizations should
implement data security through

encryption to guarantee the
privacy and sanctity of data.
Analogously, tokenization replaces
sensitive data, such as the account
number, with nonsensitive data,
because even if the data is
intercepted, it carries no
exploitable value.

4) Audit Trails and Logging: Every
access to sensitive data must be
well logged as an on-hand
practice for regulatory
compliance, as well as most of the
regulations. Include audit trails
and logs in all frameworks, such as
HIPAA and GDPR, where
organizations have to maintain
the audit logs for a specified
period. These logs can, therefore,
be helpful in tracking who accessed
what data, identifying any
unauthorized activities, and having
the evidence needed in case one
finds themselves in a compliance
audit or legal investigation.

5) Automated Compliance Audits:
There exist tools that can
automate the entire process of
checking for compliance; they can
compare cloud con- figurations to
set standards and compliance
frameworks automatically. The
best practices and regular

automated audits help
organizations stay on top of
compliance while reducing

human error.

b. Compliance Requires Adherence to

Regulations

Cloud security is not complete
without the compliance aspect. An
up-to- date Federal cloud initiative
increases its agility, productivity, and
overall improvement of IT
management. In light of new cloud
computing models and the growing
emphasis on cloud computing, there are
greater expectations for different
businesses regarding regulations. For
that reason, companies must
acknowledge cloud computing with
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regulations [6]. The regulations are
used to ensure that companies comply
with cloud computing rules and that
penalties are followed by legal
consequences and even reputational
damage. Using cloud services that
meet their regulatory requirements
therefore ensures that best security
practices are being implemented.
Secure cloud providers mean that
proper industry security practices are
being followed. Henceforth, Cloud
providers ensure that their
infrastructures are secure.

5. CLOUD
EMERGING
TECHNOLOGIES

SECURITY

As the on-going advancement of
cloud technology takes its course, it is
clear that emerging technologies are
becoming quite significant towards the
overall goals of securing cloud
infrastructure and data. These
technologies involve Al, ML, SASE, and
homomorphic encryption, and they place a
level of higher importance on cloud
security. They are modern advanced
tools to fight modern threats and
enhance an operation’s efficiency in
protecting sensitive data. This section
will venture to unfold these technologies
in an elaborate manner, and where they
can be applied, the benefits and
challenges involved with their adoption.
5.1 Associate Intelligence and Machine

Learning in Cloud Security
Artificial Intelligence (AI) and
Machine Learning (ML) are at the very
front of such innovations because they
provide  more  intelligent and
automated responses to cyber threats.
With these technologies, enterprises
more efficiently discover possible
vulnerabilities, predict threats, and
launch  corresponding defensive
actions regarding depending less on
human intervention and thereby
improving response times. Below are

two of the major applications, in

which we see Al and ML playing a

role hand in hand, in cloud security:

anomaly detection and predictive
analytics.
5.2 AI/ML for Anomaly Detection and

Predictive Analytics Anomaly Detection

Probably one of the most
powerful applications of AI/ML in
cloud security is anomaly detection.
Machine learning algorithms can then
be trained to identify normal patterns
of activity within the cloud
environment — the typical behavior of
users, network traffic, and many others
[7].

Once all the data, or systems’
behaviors at the normal condition are
under- stood, deviations that may
point to threats (e.g. unauthorized
access or breach of data) can be
identified. This coupled with the
ability of Al models to analyze data of
huge volumes in real time, helps to
flag off abnormal behavior such as:

a. Sudden spikes in the traffic of
networks or data transmissions.

b. Access being tried from places not
associated with its normal locus or
at odd hours.

¢. Unauthorized wuse of privileged
credentials.

By such flagging, AI would
thus be helping to give an early
warning of probable incidence in
security, thus encouraging the security
team to act proactively rather than
reactively [8].

Predictive analytics, this relates
to the area where statistical models
and historical data are used to make
predictions about what is likely to
happen in the future. A system,
based on ML algorithms, may
interpret possible vulnerability points
or paths of attack in cloud security.

Using all this information, Al
can determine where and when the
potential forthcoming attack is likely to
take place. Hence, the ability for Al
would be to predict:
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5.3

Thus, vulnerability and
exposure at that most probable attack
vector.  This
optimized
because it is more focused on high-
risk areas and allows you to update
your security protocols ahead of time.
Predictive analytics can consider
some patterns as indicative of future
risk and

results in  more

resource allocation

therefore give early

detection of emerging strategies.

Use Cases of Al and ML in Cloud

Security

a. Automated Threat Response:

Microsoft Sentinel and
AWS Guard Duty are Al-based
tools that leverage machine
learning to automatically detect
and respond to threats. Such
solutions can autonomously take
steps to avert attacks—for

instance:

1) Blocking an IP address from
which there appeared to be
suspicious activities.

2) Disabling a  compromised
account.

3) Isolating certain parts of the
network that seem to have
been infected.

Automated threat
response significantly reduces the
time it takes to mitigate security
reduces the

window during which an attack
can inflict damage. Sometimes,
these solutions can also arm
security analysts with attack
details  to
remediate issues.

b. Typical Malware Detection:

Conventional approaches
to the typical detection of malware

incidents and

investigate  and

involve a com- parison between
the files and programs at hand
and the known threats listed in a
database. Conventional malware
detection is good for known
malware, but ineffective in the
discovery of fresh or polymorphic
malware deliberately created to go

undetected.
Previously
machine models from big sets of
both malicious and benign
programs can detect malware
more accurately even if it is new
and unidentified. Such models

learned

can reach patterns and behaviors
characteristic of malicious
activities, e.g.:
1) Suspicious changes in the file
system.
2) Unusual system calls.
c¢. Fraud Detection:

Financial institutions have
started relying on Al and ML for
fraud detection and preventing
fraudulent Machine
learning models can scrutinize
transaction details and customer

activities.

actions to identify fraud, for

instance:
1) Unauthorized credit card
transactions.

2) Identity theft.

As new data comes in,
these models constantly update
themselves to increase their
precision and also to enable them to
counter new fraud tactics. For
instance, financial institutions use
Al to detect potentially
fraudulent transactions from
anomalous spending patterns or
the place on the globe where the
transaction happened.

5.4 Secure Access Service Edge (SASE)

As remote work and
distributed cloud adoption become
standard practice in organizations, the
legacy perimeter-based security
approach becomes obsolete. Secure
Access Service Edge (SASE) fuses
networking with security services in a
monolithic, single cloud-delivered
solution that is more cost-effective,
flexible, scalable, and better suited for
securing cloud environments.
Components of the SASE model
include SD-WAN along with secure
web gateways (SWG), Cloud Access
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Security Brokers (CASB), and Zero
Trust Network Access (ZTNA), to
deliver secure access service edge.

a. What is SASE?

SASE is a cloud-native, all-in-
one platform designed to secure and
simplify user, device, and application
connections across distributed
networks. It unifies multiple security
technologies under one platform-in-a-
service, making complex  cloud
environment security policy
management easier for the enterprise.

SASE solutions comprise the
following key components:

1) Software-Defined  Wide  Area
Networking (SD-WAN): It allows
se- cure connectivity of branch
offices and remote users to cloud-
based resources over the Internet. It
is a cost-effective replacement for
traditional WAN architectures with
greater flexibility and increased
performance.

2) Secure Web Gateways (SWG):
They filter web content, helping to
pre- vent attacks on applications
at the remote location over the
Internet and also execute the
security policy for web traffic
within the enterprise.

3) Cloud Access Security Brokers
(CASB): They enforce security
policies for access and sharing of
data to all «cloud service
applications between the cloud
service  consumers and the

applications.
4) Zero Trust Network Access
(ZTNA): It includes

authentication and authorization
of users and devices before
accessing resources in any cloud.
This approach assumes that no
user or device can be trusted by
default.

b. Benefits of SASE for Modern Cloud

Architectures

1) Scalability: Being cloud-delivered
solutions, SASE solutions are
inherently highly scalable and

adaptive to the requirements of
growing businesses. Any growth in

an organization’s cloud
infrastructure or the number of
remote workers can be

accommodated by SASE solutions
with minimal investment in on-
premise hardware or complex
network configurations.

2) Efficiency: Integrating a number of
security functionalities onto one
plat- form removes the
requirement for organizations to
manage various siloed security
tools. This simplifies the security
policy management process and
reduces complexity, resulting in
higher operational efficiency in
managing cloud security.

3) Improved Performance: In SASE
solutions, traffic is securely routed
through the cloud, which reduces
latency and positively impacts the
performance of cloud-resident
applications. Delivered through a
global cloud infrastructure, the
SASE model ensures low-latency
access to applications for end-
users, regardless of their location.

4) Better Security Posture: SASE
solutions provide detailed visibility
and control over user activities,
making it easier for enterprises to
monitor, man- age, and enforce
security policies across a dispersed
cloud environment. Equipped with
built-in threat intelligence and real-
time monitoring, SASE helps
identify and remediate security
vulnerabilities before attackers can
exploit them.

Companies  with  remote
workforces and cloud-native
applications increasingly adopt
solutions from SASE vendors like
Zscaler, Palo Alto Networks, and Cisco.
These solutions offer established,
well-integrated security capabilities
such as data encryption, threat
detection, and secure access, which
are critical elements of modern cloud
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architectures.
5.5 Homomorphic Encryption
Homomorphic encryption is
crucial to cloud security as it ensures
data confidentiality during
computation, even on untrusted
cloud servers.

a. What Exactly Is  Homomorphic
Encryption?
Homomorphic encryption

allows data to remain encrypted
during processing, eliminating the need
for explicit decryption beforehand. This
enables service providers or third
parties to process encrypted data
without accessing its unencrypted
content.  Once
completed, the encrypted output can
be sent back to the data owner, who
performs decryption locally.

computation  is

b. Potential Uses of Homomorphic
Encryption
1) Privacy-Preserving Data Analysis:
Governments and healthcare
organizations can

homomorphically encrypt their
computations. This is especially
valuable in sectors like healthcare,
where patient data must remain
confidential while being utilized
for research and analysis.

2) Secure Multi-Party Computation:
Homomorphic encryption supports
collaborative efforts by enabling
multiple parties to work on
encrypted data without sharing
raw data. For example, financial
institutions can use it for joint
fraud detection while preserving
consumer privacy.

3) Cloud-Based Machine Learning:
Homomorphic encryption allows
ma- chine learning models to be
trained on encrypted data,
enabling organizations to develop
Al solutions without

compromising customer privacy.
This is particularly transformative
for health and financial sectors,
where sensitive data is integral.

c¢. Homomorphic Encryption Challenges

Despite its promising benefits,

homomorphic encryption is
computationally intensive and requires
significant processing power.

Operations on ciphertext are often
slower = compared to  plaintext.
However, advancements by companies
like IBM and Microsoft have improved
its efficiency, potentially paving the
way for broader adoption in the
future.

As we look ahead, emerging
technologies like Al, ML, SASE, and
homo- morphic encryption are set to
transform cloud security. While Al and
ML enable smart threat detection
through  anomaly  detection and
predictive analytics, SASE unifies
modern cloud architectures with a
comprehensive and scalable security
model.  Homomorphic
ensures data privacy during processing,
facilitating secure collaboration in
sensitive  sectors. Together, these
technologies will enhance data and
infrastructure security, enabling agile
responses to increasingly complex
digital threats.

encryption

6. BEST PRACTICES FOR
CLOUD SECURITY

As data and operations become
more prominent for organizations to
migrate them to the cloud, strong
measures are required to be put in place in
cloud security strategies that will surface
risks and protect all critical information.
Best practices in cloud security help
organizations to manage their cloud
environments appropriately and safeguard
their operations. The upcoming
paragraphs present some of the more
essential best practices in selecting a cloud
provider, implementing security
monitoring and incident response plans,
and inculcating securities of awareness in
organizational culture.

6.1 Selecting the Right Cloud Provider
The initial
decision that affects directly all

foundational
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dimensions of the security of an
organization’s data and infrastructure
is to choose the right cloud provider.
Companies should pay close attention
to the security posture and capabilities
of any potential providers to ensure

they

requirements and

align with rising security

compliance

mandates.
a. Security Features to Evaluate from
Providers

D)

2)

Data Encryption Standards:

The first and foremost
consideration while choosing a
cloud service provider is to
confirm that data is fully
secured. The providers must be
capable of offering robust data
at rest and in transit. AES-256
(Advanced
Encryption Standard using a
256-bit  key) should  be
considered foremost among the
gold standards for data
encryption in assessing the
provider. This means even if the
data is intercepted in
transmission or stolen from
storage, it is gibberish with-
out the matching decryption
key. In addition, it should be
ensured that the cloud provider
offers encryption key

encryption

management services so that an
organization can hold its
cryptography keys in a manner
compliant with regulations such
as GDPR and HIPAA.
Access Control Mechanisms:

A strong Identity and
Access Management system is
essential for the security of cloud
resources. Features such as Role-
Based Access Control assigned
through IAM ensure that a
specific resource is accessed
only by entitled users. The IAM
should be role-based and
capable of limiting access to
roles; this reduces the
possibility  of

unwarranted

access. The other thing is that
the service gives sup- port for
multi-factor authentication,
where it is also necessary and
desirable to provide an extra
layer of security by demanding
another factor or more factors
of authentication, such as a
password and a unique one-
time code sent over SMS or an
authenticator app. Thus, the
likelihood of wunauthorized
access because of stolen
passwords is greatly reduced.
Cloud Network Security Tools:
The cloud provider
should have improved features
that provide network security
in order to secure cloud
infrastructures. It should have
the feature of Virtual Private
Cloud, which helps build
isolated and secure
networking at the cloud level.
Under this VPC, one can
define the segmentation of the
network and also customize
firewall rules as required to
block unauthorized access.
Other than that, a
provider should include the
cloud firewalls, distributed
denial-of-service protection as

well as intrusion
detection/prevention in
monitoring and blocking

network-level attacks toward
its cloud networks. This, in
general, is  important in
guaranteeing the availability of
cloud services, as large-scale
DDoS attacks are focused on
overrunning the network and
effectively blocking access to
cloud services.

Compliances:
For the healthcare,
finance, and  government

sectors, regulatory compliance
is a focal feature of cloud
security. Therefore, any cloud

Vol. 1, No. 01, August, pp. 69 - 87



The Eastasouth Journal of Information System and Computer Science (ESISCS) a 83

provider must meet industry-

specific standards:

a) SOC 2 concerning
securities and protection of
data and privacy.

b) ISO 27001 for managing
security controls on
information.

¢) GDPR on the confidentiality
and protection of sensitive
data of citizens of the
European Union.

These compliance
certifications serve as an
assurance for providers keeping
the best security practices to
work within global standards
and help reduce any risks
related to mishandling of data
and violation of regulations.

b. The Role of SLAs in Security
Accountability
1) Incident Response Times:

The SLA should detail
the provider’s security incident
response times regarding
breaches, malware infections, or
DDoS attack occurrences,
including but not limited to
timeframes for initial detection
acknowledgment investigation
and resolution of any security
event. Clear response times are
crucial so that an incident would
be acted upon shortly, thus
reducing possible damage and
exposure.

2) Uptime and Availability

Guarantees:

The availability of cloud
services is vital to business
operations. SLAs should include
uptime metrics— the most
common measure of
availability, with guarantees
usually targeting 99.9% or
above. Providers, therefore,
should put uptime targets in
their service level agreements
with credits or penalties to
customers for any breach on

their part.
3) Shared Responsibility Model:

This should be
expressed with clarity on the
SLA about a shared
responsibility model for
security. The division of labor in
delivering security between the
provider and the customer is a
common scenario in cloud
computing, where the provider
delivers the security
infrastructure and the
customer is charged with
safekeeping their applications,
data, and access management
[9]. This understanding helps
establish proper coverage of all
security loopholes without
omitting critical parts.

6.2 Implementing Defense-in-Depth

Defense-in-depth is a security
strategy that uses several layers of
security to effectively shield
information and systems. Even if one
other layer failed, at least other
defenses would catch and neutralize
any possible breaches against critical
resources. Therefore, achieving
defense-in-depth across cloud
environments would translate to
using varied security controls to
safeguard data at each step of its
lifecycle [10].

a. Layered Security Approach
1) Network Perimeter Security:
The first line of defense
is network perimeter security.
This involves the wuse of
firewalls, intrusion detection
systems (IDS), and intrusion
prevention systems (IPS) that
would monitor and restrict
unauthorized access. Cloud
firewalls enable an organization
to define security rules that
explicitly specify which inbound
and outbound traffic is to be
allowed on the basis of IP
addresses, protocols, or port
numbers. These tools will be a
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2)

3)

4)

prerequisite to ensure that
attackers ~ will not  gain

unauthorized access to cloud

resources.
Endpoint Protection:
Every endpoint or

device that cloud
resources must be protected
against cyber threats. Antivirus
software, endpoint detection and
(EDR)
device management systems
endpoints, including
various lap- tops, mobile
devices, and
workstations where these tools
can detect and mitigate threats
such as malware, ransomware,
and phishing attacks before
these threats can compromise

accesses

response tools, and

secure

remote

the cloud environment.
Encryption:

Data in transit as well as
at rest must be encrypted.
Transport Layer Security (TLS)
is the method that encrypts the
data in motion, ensuring data
among cloud
applications, and users is
secure. For data at rest,
encryption should be applied
at the storage level in which
any stored data keeps away
from unauthorized access even

services,

when the hardware underneath
has been compromised.
Cloud Security
Management (CSPM):

It involves tools like
Prisma Cloud or AWS Config
that can help the organizations

Posture

continuously ensure
misconfigurations in  cloud
settings and compliance
violations. Any unprotected
security groups or storage

without encryption be- come
identified by the CSPM tools
to raise system
remediate.

alerts for
administrators to
Organizations can reduce their

attack surface by auditing cloud
configurations and finding
weaknesses automatically.

b. Examples of Combined Measures

1)

6.3 Security  Monitoring and

Web Application Firewalls Plus
DDoS Protection:

Web Application
Firewalls are mechanisms that
protect against typical threats to
web applications, such as SQL

injection, and cross-site
scripting (XSS) attacks. This
simultaneously ensures high
security and compliance with
regulations. When combined
with the DDoS protection
service, such as AWS Shield or
Cloudflare, the cloud
application security can be

extended to protect applications
on the cloud against two types
of threats: application-level
attacks and large-scale traffic
floods.
Incorporating SASE Solutions with
Conventional VPNs:
Secure Access
Edge (SASE) leverages network
security capabilities—including
VPNs, SD-WAN, and ZTNA—
as one integrated, single-cloud-
delivered service.

Service

In synch with traditional
VPNs, SASE can be employed to
implement simpler ways to
manage security from multiple
points. The SASE solution also
enables additional controls, such
as monitoring and enforcing
security  policies  of
applications through DLP and
CASB services.

cloud

Incident

Response

Effective security monitoring

and incident response are crucial for

upholding
security postures

cloud environments’

in organizations.

Continuous monitoring will help the
business to identify in real time such
threats and take prompt action to

Vol. 1, No. 01, August, pp. 69 - 87



The Eastasouth Journal of Information System and Computer Science (ESISCS) a 85

minimize damage.

a. Real-Time Monitoring Tools
1) Cloud-Native Tools: Leading

cloud providers equip native
security monitoring tools, which
may offer a sense of active
traffic on the network and
potential vulnerabilities. These
include AWS CloudWatch,
Azure Security Center, and
Google Cloud Chronicle. They
provide system performance
metrics that track anomalies
with suspicious activities giving
an alert to administrators
towards immediate action.

2) Third-party tools: Third-party
monitoring tools such as Splunk,
Datadog, and CrowdStrike
provide advanced analytics
capabilities in terms of threat
detection. They collect
information relating to clouds
and on-premises systems from
different sources; have it
analyzed for possible
compromise indicators and
raise an alarm where there
may be suspicious activities.
Preparation of third-party
solutions with cloud-native
tools accelerated detection and
directed appropriate response
efforts to specific parts of the
attack that affected the hybrid
environment.

b. Creating an Incident Response
Plan An incident response plan is
the steps an organization takes to
detect and respond to a security
incident. The earlier an incident is
detected and contained, the less
damage it causes. This shall
involve the following major steps
related to it:

1) Preparation: This initial phase
determines roles and
responsibilities for the incident
response team and ensures that
team members receive training
on the detection and response to

security  incidents. It also
includes periodic updates on
incident response procedures
and tools available for that
purpose.

2) Detection and Analysis: The
entire  process  continually
observes  whether  systems
behave in any unusual way,
such as slow network traffic or
numerous failed access attempts
from a single account. Then,
immediately determine whether
it affects the organization and
how severely it does so.

3) Containment and Eradication:
The infected systems have to be
separated immediately to stop
any spread of the attack in
another area. In Eradication,

remove malware, close
vulnerabilities, and  restore
systems to a secure
configuration.

4) Period of Recovery: The aim of
this recovery stage is to ensure
that normal operations resume
quickly while also securing
data and computer systems.
Perform post-incident review
and  identify @ areas  for
improvement.

6.4 Training and Awareness
a. Importance of User Education:

Employees are traditionally the
weakest link in cloud security. Thus, it
proves necessary to periodically train
them about phishing attacks and
about tactics used by cybercriminals
through social engineering as well as
best safe access management practices.
Explain to users the importance of
using strong passwords and turning
MFA on for all accounts.

. Periodic Security Audits and Drills:

Audit cloud configurations,
access logs, and compliance reports
regularly.  Simulate incidents in
response to having adequate
preparation in place for when there will
be actual attacks. Such drills would
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identify response process gaps and
enhance readiness on all counts.

Best practices should be
adopted in cloud security to protect
the data and infrastructure of any
organization in the cloud
environment. Choose the correct cloud
provider very cautiously. Put in place
a layered defense strategy. Then add
real-time security monitoring on top of
a security-aware culture to
dramatically reduce an organization’s
exposure to cyber threats and
improve security and integrity in the
cloud environment.

7. CONCLUSION

This chapter was dedicated to
network and data security in cloud
computing, as it is of integral significance
to highlight how the digital environment
should be adequately secured during rapid
technological development. The increasing
usage of cloud storage for both
individuals and corporations has led to
the important issue of security for
sensitive data and online system
integrity. Therefore, this paper will lay
down the foundational concepts,
regulatory compliance, emerging
technologies, and best practices for more
actions to be recognized and executed to
make cloud infrastructures more secure.
a. Cloud Security Principles

This course provides an
understanding of core cloud security
principles for those working in the
space. Topics of discussion include
data encryption, access and identity
management, and multi-factor
authentication. The incorporation of
these basic principles helps create a
secure perimeter for data both at rest
and in transit, to allow access only to
authorized users for sensitive
information and prevent the possible
breach of such information.

One of the core differences is the
shared responsibility model between
cloud providers and the consumer that

defines infrastructure security against
user access to such data plus the
applications that manipulate it. There
must be effective communication
between cloud providers and the
consumer to make explicit this
hierarchy of roles and responsibilities
concerning security issues.

. Regulatory Compliance

For cloud security best practices,
companies consider concepts from
General Data Protection Regulation
(GDPR), Health Insurance Portability and
Accountability Act (HIPAA), and Federal
Risk and Authorization Management
Program (FedRAMP), among others.
More so, best practices for security in
sensitive data management require
more than just compliance with
regulations against liability. Cloud
providers must be well aware of the
increasingly complex legal system
through which countries and regions
are creating their own data privacy
laws. Because an organization operates
around the globe, understanding the
effects that regional data residency
laws can have on cloud storage and
processing is key to compliance.
Emerging Technologies

Artificial intelligence, machine
learning, blockchain, and quantum
computing are at the heart of the
innovation process in cloud computing
and security. Al tools are likely to be
tooled in real-time threats identification
to increase speed in response and
accuracy in finding vulnerable paths
within systems. As a result of the
integration of machine learning
algorithms, real-time predictive analysis
can be performed along with threat
detection where security postures are
improved  without overburdening
security teams. However, some of these
technologies can also be weaponized; Al
itself can be driven to make higher-
order and more sophisticated cyber
threats. Another current concern is
advanced quantum computing that
can break conventional encryption
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algorithms and, thus, compromise all
contemporary cryptographic
protections.
Training and Awareness: This is Also
Important in Cloud Security

Human error is one of the leading
factors in security breaches. Therefore,
instill  security
consciousness among its employees and
educate them on the best practices in
cloud security to make the human
aspect of security a success factor.

a company  must

security-in- all-layers, security-in-depth
practice approach. This means standard
best practices would include regular
risk assessments, vulnerability
scanning, penetration testing, and
security auditing procedures to identify
weaknesses before they can be
exploited. A keen eye and keeping
informed of technological
developments, threats, and regulatory
requirements would keep an
enterprise’s cloud security posture at a

e. Call to Action healthy level.

The future calls for a shared Security, however, is more than
vision, approach, and collaboration the technology implemented;
across businesses, cloud providers, enterprises need to create a security
regulators, and other stakeholders to culture. This makes each member of the
develop advanced solutions, share best organization, = whether  they are
practices, and create secure cloud executives or frontline workers,
environments that build trust and responsible for maintaining a safe cloud
encourage responsible data handling. It environment. Businesses can build a
involves the sharing of intelligence of durable and secure cloud ecosystem
knowledge, = working  shoulder-to- with innovation in protecting sensitive
shoulder in threat intelligence, and data and long-term growth through
developing industry-wide parameters channeling security via their cultural
that will be very important in the fight conduits. In the end, it will give them an
against any risk and to maintain the opportunity to realize the value of the
integrity of cloud systems. investments they made in cloud

Organizations  should  also services.
consider adopting a security-by-design,
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