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 The development of Electronic Traffic Law Enforcement (ETLE) as a 

form of digitalized traffic law enforcement has facilitated the handling 

of traffic violations. In practice, however, substitute driver identities 

have been misused to transfer responsibility for traffic violations to 

other people. This conduct not only undermines enforcement 

effectiveness but may also satisfy the elements of criminal offenses such 

as document forgery, use of forged documents, and electronic data 

manipulation. This study addresses two questions: What forms of 

criminal liability apply to perpetrators who misuse driver identities in 

the electronic traffic ticketing (ETLE) system? How are criminal law 

provisions concerning the use of substitute driver identities in ETLE 

applied in judicial practice? The research adopts normative legal 

research (doctrinal research). The findings indicate that perpetrators 

may be held criminally liable where they are proven to have committed 

an unlawful act intentionally, possess the capacity for responsibility, 

and have no applicable justification or excuse. Normatively, such 

conduct may be prosecuted under the provisions on document forgery 

in the Criminal Code, electronic data manipulation under the 

Electronic Information and Transactions Law, or other provisions 

concerning identity misuse and population administration, depending 

on the characteristics of the conduct. In judicial practice, judges have 

applied criminal law provisions to substitute driver identity cases by 

considering electronic evidence, documents, witness testimony, and 

facts established at trial. Nevertheless, the absence of provisions 

specifically criminalizing identity misuse during ETLE confirmation 

leaves legal application dependent on the interpretations of 

enforcement officials and judges, potentially producing inconsistent 

judgments. Regulatory reform, stronger law enforcement capacity, 

improved ETLE technology, and public education are therefore 

necessary to achieve legal certainty, justice, and effective electronic 

traffic law enforcement. 
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1. INTRODUCTION 

In practice, the implementation of 

ETLE raises legal issues, particularly 

regarding the identification of traffic 

offenders. Not all violations are committed by 

vehicle owners. Vehicles may be used by 

other people, creating a distinction between 
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the registered owner and the driver who 

actually committed the violation. This 

situation creates opportunities for the misuse 

of driver identities [1], [2]. 

One form of misuse involves using a 

substitute driver's identity. Under this 

practice, the person who committed the 

violation refuses to acknowledge the act and 

instead uses another person's identity to 

avoid sanctions. This may involve forging 

documents or providing false information 

during the ETLE violation confirmation 

process. Such conduct goes beyond an 

ordinary traffic violation and enters the realm 

of criminal offenses [3]. 

From the perspective of criminal law, 

the use of a false identity may constitute 

document forgery as regulated under the 

Indonesian Criminal Code (KUHP). An 

essential element of this offense is the creation 

or use of a forged document with the intention 

of producing legal consequences. In the ETLE 

context, the use of a substitute driver's 

identity demonstrates an intention to evade 

legal responsibility and thus satisfies the 

element of intent [4], [5]. 

The principal issue concerns criminal 

liability. Criminal law requires that an 

offender be at fault before being held 

criminally liable [6]. ETLE cases may involve 

several parties: the vehicle owner, the actual 

driver, and the person using or creating the 

false identity. Determining which party 

should be held liable therefore requires in-

depth legal analysis [7]. 

The evidentiary aspect is equally 

important. ETLE relies on electronic evidence 

in the form of camera recordings. Under 

criminal procedural law, electronic evidence 

is recognized as admissible evidence, subject 

to certain requirements [8]. When identity 

misuse occurs, the evidence must establish 

not only the traffic violation but also the 

forgery or use of a false identity. This requires 

careful evaluation of the relationship between 

the electronic evidence and the offender's 

identity [9]–[11]. 

From the standpoint of criminal law 

theory, this issue relates to the principle of 

fault, the principle of criminal liability, and 

the purposes of punishment. The use of a 

substitute driver's identity indicates a 

deliberate act intended to avoid legal 

sanctions. It is therefore necessary to examine 

how criminal law regulates and evaluates 

such conduct within the ETLE system. This 

study focuses on a criminal law analysis of the 

use of substitute driver identities in electronic 

traffic enforcement (ETLE). It also examines 

offenders' criminal liability and judges' legal 

considerations in relevant court decisions 

[12]. 

Based on the foregoing discussion, 

the author is interested in conducting research 

presented as a thesis entitled “Criminal Law 

Analysis of the Use of Substitute Driver 

Identities in Electronic Traffic Law 

Enforcement (ETLE).” 

2. RESEARCH METHOD 

This study employs normative legal 

research (doctrinal research), focusing on 

the examination of legal norms found in 

legislation, court decisions, and legal 

scholarship. It seeks to identify the legal 

rules, principles, and concepts relevant to 

the use of substitute driver identities in the 

electronic traffic enforcement (ETLE) 

system, thereby enabling an analysis of the 

forms of criminal liability and the 

application of the law in judicial practice 

[13]. 

This study is descriptive-analytical 

in nature, aiming to provide a systematic, 

factual, and accurate account of legal 

provisions and practices involving identity 

misuse in the ETLE system, while analyzing 

the resulting legal issues. Under this 

approach, the researcher not only describes 

applicable legal norms but also analyzes 

their implementation in court decisions to 

assess the consistency between theory and 

practice [14], [15]. 

3. RESULTS AND DISCUSSION 
3.1 Forms of Criminal Liability for 

Perpetrators of Driver Identity Misuse 

in the Electronic Traffic Law 

Enforcement (ETLE) System 

The electronic traffic ticketing 

system, or Electronic Traffic Law 
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Enforcement (ETLE), is an innovation 

in traffic law enforcement introduced 

nationally by the Indonesian National 

Police as part of bureaucratic reform 

and the digitalization of public 

services. The system uses artificial 

intelligence-based closed-circuit 

television (CCTV) cameras to detect 

traffic violations automatically, record 

vehicle registration plates, and send 

violation confirmation notices to 

vehicle owners registered in the 

integrated One-Stop Vehicle 

Administration System (SAMSAT) 

database. As a result, enforcement no 

longer requires direct interaction 

between police officers and offenders 

in the field, theoretically reducing 

illegal levies and bribery associated 

with conventional traffic ticketing [16], 

[17]. 

Under Indonesian criminal 

law, these acts do not exist in a legal 

vacuum. Various statutory instruments 

can be used to establish the criminal 

liability of individuals who misuse 

identities within the ETLE system, 

including the Criminal Code (KUHP), 

Law Number 11 of 2008 in conjunction 

with Law Number 19 of 2016 

concerning Electronic Information and 

Transactions (the ITE Law), Law 

Number 22 of 2009 concerning Road 

Traffic and Transportation (the LLAJ 

Law), and regulations on population 

administration. A thorough analysis of 

these forms of criminal liability is 

particularly important because rapid 

developments in information 

technology are not always matched by 

corresponding legal regulation [18]–

[20]. 

Before analyzing criminal 

liability for identity misuse in ETLE, it is 

necessary to understand the theoretical 

framework of criminal liability under 

Indonesian law. Criminal liability 

(strafbaarheid van de dader) refers to the 

condition in which a person may be held 

responsible for a criminal act committed. 

In criminal law doctrine, liability 

requires the cumulative fulfillment of 

several elements [5], [7]. 

First, there must be a criminal act 

(actus reus), namely conduct that satisfies 

the statutory definition of an offense. In 

the context of ETLE identity misuse, such 

acts may include document forgery, the 

use of false identities, manipulation of 

electronic data, or the use of improper 

registration plates. Second, the offender 

must have the capacity to be held 

responsible, understood in Indonesian 

criminal law as having a sound mental 

condition and being capable of 

understanding the unlawful nature of 

the conduct. Third, there must be fault 

(mens rea), whether in the form of intent 

(dolus/opzet) or negligence (culpa). 

Identity misuse in ETLE is generally 

intentional because the offender desires 

and is aware of the consequences. 

Fourth, there must be no excuse that 

eliminates the offender's culpability, 

such as necessity (noodtoestand), 

insanity, or duress (overmacht) [5]. 

Under this framework, a 

person's misuse of another driver's 

identity in the ETLE system—whether 

through data falsification, shifting 

responsibility for a traffic ticket to an 

innocent person, or using a false 

registration plate—may in principle 

satisfy all the elements of criminal 

liability. The challenge is to identify 

precisely which statutory provisions are 

the most relevant and effective to apply 

[1], [3]. 

The Criminal Code (KUHP), as 

the lex generalis of Indonesian criminal 

law, contains several provisions relevant 

to the misuse of driver identities in the 

ETLE system [4]. 

First, document forgery under 

Article 263 of the Criminal Code is 

among the most relevant offenses. The 

provision prescribes imprisonment of up 

to six years for anyone who falsely 

produces or forges a document that 

creates a right, obligation, or discharge of 

debt, or serves as evidence of a matter, 

with the intention of using it or having 
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someone else use it. In the ETLE context, 

forgery may occur when an individual 

falsifies a driver's identity document, 

certificate, or vehicle ownership 

document to deceive officials or the 

system. Article 264 of the Criminal Code 

likewise regulates the forgery of 

authentic instruments, carrying a heavier 

penalty of up to eight years' 

imprisonment [4]. 

Second, fraud under Article 378 

of the Criminal Code may apply when a 

person intentionally uses a false name or 

false status, deception, or a series of lies 

to induce another person to surrender 

property, grant credit, acknowledge a 

debt, or cancel a receivable. An identity 

misuse scheme intended to transfer 

liability for a traffic ticket to another 

person and thereby cause that person 

material loss may fall within this 

category of fraud. The applicable 

maximum prison sentence is four years 

[4], [5]. 

Third, the provisions on 

identity-related fraud under Article 378 

in conjunction with Article 55 of the 

Criminal Code concerning participation 

(deelneming) are also relevant when 

identity misuse is committed jointly or 

when another party assists or facilitates 

the forgery. For example, an individual 

who helps someone alter vehicle 

ownership information in the SAMSAT 

or National Police Traffic Corps 

(Korlantas Polri) database may be held 

liable as a participant or an accomplice 

[4], [7]. 

Fourth, Article 406 of the 

Criminal Code on damage to property 

may apply to misuse schemes 

involving physical damage to or 

tampering with ETLE cameras or 

system infrastructure. Although this is 

less common, it is a form of misconduct 

that should be anticipated [4]. 

Articles 274 and 275 of the Road 

Traffic and Transportation Law regulate 

road use that disrupts traffic order and 

safety. More broadly, abuse of the ETLE 

system that interferes with traffic law 

enforcement may also be regarded as a 

violation of traffic order [20]. 

It should be noted that criminal 

provisions under the Road Traffic and 

Transportation Law generally prescribe 

lighter penalties than the Criminal Code 

or the ITE Law. Nevertheless, the Road 

Traffic and Transportation Law has the 

advantage of being a lex specialis directly 

governing traffic offenses, making its 

application more specific and targeted. 

In practice, prosecutors frequently 

combine charges under this law with 

provisions of the Criminal Code or the 

ITE Law to establish a more 

comprehensive basis for criminal 

prosecution [20]. 

Law Number 23 of 2006 in 

conjunction with Law Number 24 of 2013 

concerning Population Administration 

(the Population Administration Law) 

also contains relevant provisions, 

particularly when identity misuse in 

ETLE involves the forgery of population 

documents such as identity cards (KTP), 

family cards (KK), or other civil 

registration documents [21], [22]. 

Under Indonesian criminal law, 

the form of fault significantly affects the 

classification of an offense and the degree 

of criminal liability. In ETLE identity 

misuse cases, an analysis of culpability 

indicates that almost all the methods 

described above involve intent 

(dolus/opzet) rather than negligence 

(culpa). This means offenders 

consciously intend the outcome of their 

actions and know that their conduct is 

unlawful [5], [7]. 

More specifically, in many ETLE 

identity misuse cases, the offender acts 

with opzet als oogmerk (direct intent as a 

purpose), rather than merely opzet bij 

zekerheidsbewustzijn (intent based on 

awareness of certainty) or opzet bij 

mogelijkheidsbewustzijn (intent based on 

awareness of possibility). This is because 

the offender's direct objective is to 

transfer traffic-ticket liability to another 

person or manipulate the system for 

personal gain [5]. 
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The classification of fault is 

important because it affects sentencing 

severity. In delivering a judgment, 

judges consider not only whether the 

elements of an offense have been 

established but also the offender's degree 

of fault, the impact on victims and the 

public, and any mitigating or 

aggravating circumstances. Fully 

intentional ETLE identity misuse, 

particularly when repeated or organized, 

warrants appropriately severe 

punishment to deter further offenses and 

protect the integrity of law enforcement 

[5]. 

An often-overlooked aspect is 

the perspective of victims of ETLE 

identity misuse. People whose identities 

are misused may suffer various losses: 

financial losses from fines imposed for 

violations they did not commit; 

administrative losses through traffic 

violation records that may affect driver's 

license renewal; and non-material losses 

from damage to their reputation and 

dignity [2]. 

Within Indonesian criminal law, 

victims have the right to seek restitution 

or compensation under the mechanisms 

provided by Law Number 31 of 2014 

concerning Witness and Victim 

Protection, as well as through a civil 

claim brought alongside criminal 

proceedings (voegen). In addition, 

during prosecution, the prosecutor may 

include a compensation claim for the 

victim as part of the requested court 

order [23]. 

From an institutional 

perspective, the National Commission 

on Human Rights (Komnas HAM) and 

the Ombudsman of the Republic of 

Indonesia may also become involved 

where ETLE identity misuse entails poor 

public services or human rights 

violations, for example when someone is 

arrested or harshly sanctioned because 

their identity has been misused without 

an adequate mechanism for clearing their 

name [24]. 

Although various legal 

instruments are available to prosecute 

perpetrators of ETLE identity misuse, 

law enforcement faces several practical 

challenges [12]. 

The first challenge concerns 

evidence. Proving information 

technology-related crimes requires 

specialized technical expertise that law 

enforcement officials at every level may 

not possess. Digital forensic experts are 

needed to analyze digital traces, system 

logs, and metadata to establish that 

someone has manipulated information in 

the ETLE system. Indonesia still has 

limited human resources and digital 

forensic infrastructure, particularly 

outside major cities [10], [25]. 

The second challenge is 

interagency coordination. The ETLE 

system involves numerous institutions—

including the National Police Traffic 

Corps, SAMSAT, population and civil 

registration offices (Disdukcapil), and 

banking institutions—each with its own 

systems and databases. Investigating 

ETLE identity misuse requires cross-

agency database access, which is 

frequently obstructed by bureaucracy 

and system incompatibility [2], [17]. 

The third challenge is a 

regulatory gap. Although the ITE Law, 

the Criminal Code, and the Road Traffic 

and Transportation Law provide an 

adequate legal basis, no regulation 

specifically governs the criminal offense 

of identity misuse in electronic traffic 

ticketing. This absence of specific 

provisions can create legal uncertainty 

during investigations and prosecutions 

[3]. 

Several recommendations can be 

offered to address these challenges. First, 

implementing regulations specifically 

governing offenses within the ETLE 

system should be issued promptly, 

whether in the form of government 

regulations, National Police Chief 

regulations, or a separate law if 

necessary. Second, the National Police 

should strengthen investigators' digital 
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forensic expertise to handle technology-

based identity misuse. Third, the ETLE 

system should incorporate more robust 

driver identity verification mechanisms, 

for example through integration with 

more accurate facial recognition 

technology. Fourth, a clear and effective 

complaint mechanism should be 

established for citizens whose identities 

have been misused in ETLE, ensuring 

adequate protection of victims' rights 

[17]. 

3.2 Application of Criminal Law 

Provisions to the Use of Substitute 

Driver Identities in the Electronic 

Traffic Law Enforcement (ETLE) 

System in Judicial Practice 

The application of criminal law 

provisions to offenses involving 

substitute driver identities in the 

Electronic Traffic Law Enforcement 

(ETLE) system is an emerging legal issue 

accompanying the digitalization of traffic 

law enforcement in Indonesia. Unlike 

conventional ticketing, which involves 

direct interaction between police officers 

and offenders, ETLE uses electronic 

cameras to record traffic violations 

automatically by identifying vehicles 

through their motor vehicle registration 

numbers (NRKB). Consequently, 

violation confirmation notices are sent to 

the owners listed in vehicle registration 

records rather than to the drivers who 

actually committed the violations. This 

creates opportunities for identity misuse 

by transferring responsibility to another 

person who did not commit the offense 

[3]. 

A recurring practical problem is 

that ETLE camera recordings do not 

always clearly identify drivers' faces. In 

such cases, law enforcement officials 

must gather additional evidence through 

witness examinations, vehicle data 

matching, mobile phone examinations, 

other CCTV footage, or electronic 

evidence establishing the offender's 

presence at the time of the violation. 

Thus, the application of criminal law to 

ETLE identity misuse depends heavily 

on the quality of digitally supported 

investigations [3], [25]. 

The application of criminal law 

in such cases must also respect the 

principle of geen straf zonder schuld, or 

no punishment without fault. This means 

a person may be punished only when 

legally and convincingly proven to have 

acted with the intent or negligence 

required by law. If someone's identity 

was merely borrowed without their 

knowledge that it would be used in an 

ETLE confirmation, that person cannot 

be held criminally liable because the 

element of fault is absent. By contrast, the 

person who deliberately uses that 

identity remains liable as the principal 

offender [6], [7]. 

In judicial practice, judges 

generally assess several essential factors 

before issuing a decision: the existence of 

an unlawful act, the offender's capacity 

for responsibility, the element of intent, 

and the absence of justifications or 

excuses. When all these elements are 

fulfilled, the defendant may be punished 

under the relevant provisions. 

Conversely, where the identity of the 

actual offender remains in doubt, the 

principle of in dubio pro reo requires a 

judgment favorable to the defendant [7]. 

Another practical problem is the 

absence of specific rules expressly 

criminalizing the use of substitute driver 

identities within the ETLE system. 

Accordingly, law enforcement officials 

continue to rely on interpretations of 

existing criminal provisions. This creates 

the possibility of differing legal 

applications across cases because 

investigators, prosecutors, and judges 

may construct different legal 

interpretations of the same conduct. 

Specific legal norms governing identity 

misuse in electronic law enforcement are 

therefore needed to provide legal 

certainty [2], [3]. 

The application of criminal law 

to the use of substitute driver identities 

also performs an important preventive 

function. Criminal penalties are intended 
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not only to punish offenders but also to 

generate a deterrent effect that 

discourages identity manipulation 

during ETLE procedures. The success of 

ETLE depends greatly on the public's 

honesty in providing accurate 

information to law enforcement. If 

identity manipulation is tolerated 

without firm enforcement, ETLE's 

primary goal of objective, transparent, 

and accountable traffic law enforcement 

will be difficult to achieve [12], [26]. 

The theory of criminal liability 

rests on the principle that an individual 

may be punished only upon committing 

an act that satisfies every element of a 

criminal offense and involves personal 

fault (schuld). This is known as the 

principle of geen straf zonder schuld (no 

punishment without fault). In the context 

of substitute driver identities in 

Electronic Traffic Law Enforcement 

(ETLE), establishing liability requires 

more than proving identity 

manipulation: the connection between 

the conduct, the offender's capacity for 

responsibility, the element of fault, and 

the absence of grounds excluding 

criminal liability must also be proven [7]. 

According to Moeljatno's theory 

of criminal liability, a person can be held 

responsible only after committing a 

criminal act involving fault that is 

blameworthy under the law. Such fault 

may take the form of intent (dolus) or 

negligence (culpa). In cases involving 

substitute driver identities in ETLE, 

intent is the predominant form of fault 

because the perpetrator knowingly 

submits another person's identity 

through the ETLE confirmation system 

to evade legal sanctions despite knowing 

that the person identified was not the 

driver who committed the violation [6]. 

According to Soerjono Soekanto, 

successful law enforcement is influenced 

by five factors: the law itself (legal 

substance), law enforcement officers, 

facilities and infrastructure, society, and 

culture. These factors are interconnected 

and determine the effectiveness of legal 

action against identity misuse in the 

ETLE system [24], [26]. 

a. Legal Factors (Legal Substance) 

In terms of legal 

substance, the rules concerning 

substitute driver identities in 

ETLE remain fragmented. ETLE 

regulations primarily address 

procedures for enforcing traffic 

violations, while specific 

provisions governing identity 

forgery or manipulation in ETLE 

confirmations are not yet 

available. Consequently, law 

enforcement officials must rely 

on general criminal provisions of 

the Criminal Code, including 

false statements, forgery, or 

participation, as well as 

provisions of the ITE Law when 

manipulation occurs through 

electronic systems [3]. 

This situation 

demonstrates that a legal gap 

remains at the normative level. 

Consequently, the application of 

the law depends heavily on the 

interpretations of investigators, 

prosecutors, and judges. Such 

differences in legal construction 

may lead to inconsistent judicial 

decisions and diminish legal 

certainty [2]. 

b. Law Enforcement Factors 

Law enforcement 

officers play an important role in 

the success of the ETLE system. 

Police investigators must 

possess digital forensic skills to 

identify actual offenders, 

especially when identities have 

been manipulated in the system. 

Public prosecutors must be 

capable of framing appropriate 

charges based on electronic 

evidence, while judges must be 

able to assess the validity of 

digital evidence in accordance 

with criminal procedural law 

[10], [25]. 
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In practice, a common 

obstacle is the limited technical 

capacity of officials to uncover 

electronic data manipulation. 

Not all investigators have 

sufficient digital forensic 

competence, making it more 

difficult to prove identity misuse 

than conventional criminal 

offenses [17], [25]. 

c. Facilities and Infrastructure 

Factors 

Effective enforcement 

through ETLE is strongly 

influenced by the quality of the 

technology used. ETLE cameras 

must capture sufficiently clear 

images for reliable driver 

identification. Integrated 

databases connecting police, 

population administration, and 

vehicle registration systems are 

also required to enable prompt 

and accurate identity 

verification [17]. 

In practice, camera 

footage may still be limited by 

weather conditions, lighting, 

camera angles, or heavily tinted 

windows. As a result, officials 

depend more heavily on vehicle 

owners' declarations during 

ETLE confirmations. 

Perpetrators exploit this 

weakness to substitute another 

identity for that of the actual 

driver [3]. 

d. Societal Factors 

Public legal awareness is 

a decisive factor in ETLE's 

effectiveness. Some members of 

the public still consider 

replacing a driver's identity 

acceptable as long as the fine is 

paid. In fact, this constitutes 

information manipulation that 

obstructs law enforcement and 

contradicts the principle of 

honesty [26]. 

A weak culture of legal 

compliance means that ETLE's 

objective of achieving impartial 

law enforcement has not been 

fully realized. Accordingly, in 

addition to a repressive 

approach through criminal 

punishment, a preventive 

approach is needed to educate 

the public about the criminal 

consequences of identity misuse 

[26]. 

e. Cultural Factors 

Indonesia's legal culture 

continues to be influenced by 

family ties and strong social 

tolerance. Many family members 

are willing to lend their 

identities to help relatives avoid 

legal consequences. From a 

criminal law perspective, this 

practice undermines equality 

before the law because legal 

responsibility is transferred to 

someone other than the actual 

offender [26]. 

A permissive culture 

regarding identity manipulation 

must be transformed into a legal 

culture that upholds honesty 

and accountability. ETLE is built 

on the expectation that the 

public will provide truthful 

information to the state. Without 

such a culture, the effectiveness 

of ETLE as a modern law 

enforcement system will 

continue to face obstacles [26]. 

Based on Soerjono 

Soekanto's theory of law 

enforcement, the application of 

criminal law to substitute driver 

identities in ETLE can be 

considered suboptimal because 

it remains affected by 

weaknesses in legal substance, 

limited official competence, 

uneven availability of 

technological facilities, low 

public legal awareness, and a 

legal culture that tolerates 

identity manipulation. 

Optimizing enforcement 
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therefore requires regulatory 

reform specifically criminalizing 

identity misuse in ETLE, 

strengthening the capacity of 

law enforcement officials in 

digital evidence, improving 

ETLE technology infrastructure, 

and expanding public legal 

education and awareness. ETLE 

could thus serve not only as an 

instrument for sanctioning 

traffic violations but also as a 

means of enforcing the law in a 

manner that promotes justice, 

legal certainty, and public 

benefit [17], [26]. 

4. CONCLUSION 

Misuse of driver identities in the 

electronic traffic ticketing (ETLE) system is a 

serious criminal offense that threatens the 

integrity of technology-based traffic law 

enforcement in Indonesia. Based on the legal 

analysis presented, perpetrators may be held 

criminally liable under various applicable 

legal instruments: Articles 263, 264, 378, and 

242 of the Criminal Code on forgery and 

fraud; Articles 30, 32, and 35 of the ITE Law 

on unlawful access and electronic data 

manipulation; Article 280 of the Road Traffic 

and Transportation Law on the use of 

unauthorized registration plates; and Articles 

77 and 93 of the Population Administration 

Law on the misuse and manipulation of 

population data. These provisions may be 

applied individually or cumulatively 

depending on the offender's modus operandi, 

with intent being the predominant form of 

fault across the identified methods. 

Accordingly, the Indonesian legal framework 

is normatively sufficient to reach such 

offenders, although its practical effectiveness 

continues to face serious challenges in digital 

evidence gathering, interagency coordination, 

and the availability of personnel skilled in 

cyber forensics [18], [20], [21], [27]. 

The application of criminal law to the 

use of substitute driver identities in the 

Electronic Traffic Law Enforcement (ETLE) 

system already has a legal basis in the 

Criminal Code (KUHP), Law Number 1 of 

2024 concerning the Second Amendment to 

Law Number 11 of 2008 on Electronic 

Information and Transactions, and the 

provisions on participation and criminal 

liability. Nevertheless, the absence of specific 

criminalization of identity misuse during 

ETLE confirmation means that the application 

of these provisions still depends on 

interpretations by law enforcement officials 

and judges, potentially producing divergent 

outcomes in judicial practice. Under the 

theory of criminal liability, perpetrators may 

be held responsible if their conduct is proven 

unlawful and intentional, they possess the 

capacity for responsibility, and no 

justification or excuse applies. Under the 

theory of law enforcement, the effectiveness 

of enforcement against this offense is still 

affected by insufficient legal substance, the 

quality of law enforcement personnel, ETLE 

infrastructure and technology, public legal 

awareness, and a legal culture that remains 

permissive toward shifting responsibility. 

Regulatory reform and a stronger law 

enforcement system are therefore needed to 

address identity misuse in ETLE more 

effectively and promote legal certainty, 

justice, and utility in electronic traffic law 

enforcement [28]. 
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